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In 24192 kb's (2.4%) 194.7 kbv's (0.2%) 40.0 b's (0.0%)
Our 944 Mbis (94.4%)  2725.2kbs(2.7%%)  139.1 ks (0.1%)

DDoSIERFRYE

48.0 M

24,0 M

EBits per Second

Destination Address | Destination Host Mame Destination User Bytes Sessions
1 163.22.160,102 web.ravs.ntct.edu. twi 7466 [ 2370 [
2| 168.95.1.1 dns.hinet.netl# 483.3M | 21im O
3 8888 google-public-dns-a.google.com 184.9M 1 779.8K 1
4| 211.79.61.47 dns3.twaren.nets® 113.3M [ 523.1K |
5| 168.95.192.1 hntp L. hinet, net@# 117.1M 1 7.2 1
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NCNU_PA-5060 - Management Processor (1)
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PaloAlto D-CPU last 3day

NCHU_PA-5060 - Slot-1 Data Processor (2)
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Tanet TC ASR 3day

Tanet TC 192.192,61.130 - Network interface: 192.192.61.130
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2016 Mov 13,2016

S 1:00 pim

Mov 14, 2018
M 1:00 prh

Mo 15, 2016
Tue 1:00 prm

THRC google-public-dns-a.google.com - Network interface: 8.8.8.8
50

hov 12, 2016 Mov 13, 2018 Hov 14, 2016 Nov 15, 2016

Sat 1:00 pm Sun 1:00 pm hion 1:00 pm Tue 1:00 pm

Nov 15, 2016

THRC dns. hinet.net - Network interface: 168.95.1.1
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Tanet TN ASR 3day Menu

Tanet TH 192.192.61.134 - Network interface: 192.192.61.134
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¥ NCHU google-public-dns-b.google.com - Network interface: 8.8.4.4
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NCNU ping hinet last 3day

HCHU hntp.hinet.net - Hetwork interface: 168.95.192.1
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[]

Generate Time Type From Zone To Zone Source Destination :":T ToPort IPProtocol | Application Action | Ruie Bytes Bytes Sent Bytes Received
B deny 100G_Tanet_In 100G _Tanet_out 7.146.57 6881 bittorrent deny | Tanet_p2p_block 147 147 0
&} deny 100G_Tanet_In 100G_Tanet_Out 6881 bittorrent deny | Tanet_p2p block 147 147 o
) deny 100G_Tanet_n 100G_Tanet_Out 6881 bittorrent deny | Tanet_p2p_block 147 147 0
Es) deny 100G_Tanet_In 100G_Tanet_Out 6881 bittorrent deny | Tanet_p2p_block 147 147 0
&) deny 100G_Tanet_In 100G_Tanet_Out 6381 bittorrent deny | Tanet_p2p_block 147 147 0
B | w3462 | deny 100G_Tanet_in 100G_Tanet_Out 6881 bittorrent deny | Tanet_p2p_block 147 147 0
B 11/15 13: deny 100G_Tanet_In 100G _Tanet_out 6881 bittorrent deny | Tanet_p2p_block 147 147 0
B | a5 | deny 100G_Tanet_In 100G _Tanet_Out 118.151.208.40 | 6381 bittorrent deny | Tanet_p2p_block 147 147 0
&) deny 100G_Tanet_n 100G_Tanet_Out 118.71.16.90 6881 bittorrent deny | Tanet_p2p_bock 147 147 0
5} deny 100G_Tanet_In 100G _Tanet_Out 92.224.17.186 6381 bittorrent deny | Tanet_p2p block 147 147 o
&) deny 100G_Tanet_In 100G_Tanet_Out 14.183.208.40 6881 bittorrent deny | Tanet_p2p_block 147 147 0
By | 11/151346:11 | deny 100G_Tanet_in 100G_Tanet_Out 175.133.55.159 6881 | 24368  udp bittorrent deny | Tanet_p2p_block 147 147 0
B> | 1/151346:11  deny 100G_Tanet_In 100G_Tanet_Out 114712 6881 | 50045 udp bittorrent deny | Tanet_p2p block 147 147 o
By | 11/1513:46:10 | deny 100G_Tanet_In 100G_Tanet_Out 66.87.114.21 6381 | 10025 |udp bittorrent deny | Tanet_p2p_block 147 147 0
Esl deny 100G_Tanet_In 100G _Tanet_Out 99, 6881 | 50321 udp bittorrent deny | Tanet_p2p_block 147 147 0
&} deny 100G_Tanet_In 100G_Tanet_Out 6881 9361 |udp bittorrent deny | Tanet_p2p block 147 147 o
&) deny 100G_Tanet_n 100G _Tanet_Out 6381 | 6831 udp bittorrent deny | Tanet_p2p_block 147 147 0
Es) deny 100G_Tanet_In 100G _Tanet_out 59363 | udp bittorrent deny | Tanet_p2p_block 147 147 0
&) deny 100G_Tanet_In 100G_Tanet_Out 58166 udp bittorrent deny | Tanet_p2p_block 147 147 0 13
B deny 100G_Tanet_in 100G_Tanet_Out 192.187.100.162 | 6381 | 6882 | udp bittorrent deny | Tanet_p2p_block 147 147 0
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menu  NCNU ping google last 8hr

PaloAlto M-CPU last Bhr menu MXS60 RED CPU last Bhr

HCHU_PA-5060 - Management Process or (1) TAHet_NCHU_MX960.0 (SHMP) MX$60 Route Engine 0 CPU

124 H NEHU google-public-dns-b.google.com - Network interface: 8.5.4.4
e
_— 104 ¥
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H THRC google-public-dns-a.google.com - letwark interface: 5.9.8.8
PaloAlto D-CPU last 8hr £
i A
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NCHU_PA-5060 - S1o1.1 Data Processor (2) TANEt_NCHU_MXS68.0 (SHMP) MXS6D Rowte Engine 1 CPU -
1 £ 12000m 100em 200em 300em 400am 500em GO00em 700em
24 -4 August 15, 2016 12:00 AM - August 15, 2016 T:42 AM
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13.FHTEDDOSKIEE R = 34T : B K52 -- TANet 100G 5 i
N = at Description: BiEERE41 - B A - TANet 100G 55
o 8/17E Fﬁﬁéﬁﬁ;ﬁgﬁglﬁ% Max Speed 40 Gbps

e TR RT 2016 4R LA 18 H EHIPT 16:35

=X HEZWIFE—IP - (51 W7 (5 7 )
JRICEERIPZ AR B AEHA o ‘

WEHR=>10G @ 32 EZone

protection - REMREZRTG e

13.6 GbiEp (33.8%)  916.1 MbAELAZ3%) 4270 Mb/Eb (1.1%)

i o QII* //__I—_E'\_Iﬁ B —> TR 375.7 MbBk (0.9%)  152.7 M&fEh (0.4%)  [231.8 Mb/sb (0.6%)
» BN IR KB I R

PaloAlto D-CPU last 8hr

® 3/18HE kI - B 4

PaloAlto & 1B 7\ H th )% 2 i
45 . 551Tby passR s ITEa E /J\jm

° SO0 am 1000am 1100 am 1200pm 100 pm | Z00pm 300 pm 400 pm
O rOte Ct I O n N August 18, 2016 9:00 AM - August 18, 2016 4:45 PM
Z 7 z‘u Ql 7 ) r=h uop vee
| i Vi ’[ = [m] XTE [% . Alert (packets/5ec)5000
N n I Alert (packets/sec) LOD0DACtivate Actvate (oochete/sec)2000
packet 0000 -
M
M X
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® 8/18HITF BB N =
INATERVANT - BRETE
I8 EPaloAlto CPUSE
80% - FBEby pass#R
. NMEZDDoS Protection
DUDPAREI - _F&RE AR
WiE1E =

® 8/I9HEMBAMSWE

BN B K EsessionB N E - H

Description: BIEEH &2 - BrE A& -ASR_IPvA-TANet 100G E&%
Max Speed: 40 Gbps
EIigmEt ERTERT 2016 £E AH 20 H 2855 11:05

#H E=& (5 78 )

12.0 6 T
9.0 G i

B.0 G 1

Bits per Second

0.065:;5:;5::5:::::5::5:::.5::5 Pl
2 4 & 8§ 1o 12 14 16 18 20 22 o 2 4 & 0§ 1o

BX Fi4 H i
10.9 Gh/P (27.3%)  504.2 Mb/EF (1.3%)  106.7 Mb/EF (0.3%)
BEif ==> TR: 3607 Mb/#h (0.9%) 1345 Mb/Es (0.3%)  123.4 Mb/Fb (0.3%)

RA0#£28,000,000 session® - =HBi@PaloAltoEr KN EEH =
4,000,000 session - & PaloAltoEETEHHEERZ X -
Hby pass#Ri§#& - EIMEEKEIES
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13.fH#EDDoS™ 28
AR IS by pass#REE & - PaloAltosAZEERBINI SR E4% - fRAZEMRAIMH
v flIBRZone protection FiBE#R Al
v 1&Z{&DDoS Protection#t 2 pf —1& R Al
v M AIA S ASession PRl
v REEIMNERIER

PaloAltoE 4R - {ADDoSKE R’ - 1BPaloAlto CPUE =R KiEIMNE
BEIER - Forira ERRERRBAUR - HFsraEnian

9/12 18:30 ~ 9/13 16:00
v UDP FLOOD 88,000,000
v"  Session Limit Event 3,300,000
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v FEERhttpE BN user-agenti@iI & EBCWEF Utilities - thxiZBlue Coat Web
Filtert9 485

v Rgetfitt EEA—IEENMAUEhttp://www.youtube.com/443
v  EREEBEZEKI Web Protection#i s
v T EATacerti@ =R 419N E I8

FRAME 1 (Expand All)

r "—-:

b cET flfRfK9243FEEACfKEI-UUDUEfoGEl'fihttpfwww.vuutube.u:umf443.r’ |'|'I'I'F"f1.1

| User-Agent: BCWF Utilities 4.0.0 |
Cookie: PREF=f2=3000000&
Connection: close

Host: 3.28.16.201:30
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8. I NFEMEBEUMAREZRS

10.EBWhat' s UPESRIZE4R B2 1158

Interface: [Other]##X:X:NCNU6509:Gi3/¢ ~

Date range: Last 7 Days A
Start time: 11/08/2016 2:00PM  ~
End time: 11/15/2016 230PM v

Tuesday, November 08, 2016 02:00:00 PM - Tuesday, November 15, 2016 02:30:00 PM:

o Recelve:  =e=Transmi:

i H,U‘ fi “ H"‘ul

Mow 15, 2015
Tue 2:00 pm

Mo 14, 2016
hon 2:00 pm

Nov 13, 2016
Sun 200 pm

How 12, 2015
Sal 2:00 pm

Hov 11, 2015
Fri 2:00 pm

Mov 10, 2016
Thi 200 pm

How 09, 2015
Wed 200 pm

0
Nov 08, 2016
Tue 200 pm

a There are Performance Monitor collection errors for the selected time period
The Performance Monitor Log contains more information.

EREAIREE

9. &EMWhat' s UPBEREEH NizEUER

Device Toolbar

Display name: TANET ASR 9010
é Device type.: Cisco ciscoASRI010 Router

Host name:

Address: 192.168.220.6

RA010

CPU Utilization - Last Polled Values (Single Device)

medule 0/0/CPUD (3) - CPU
Resource Utilized: 2%

module 0/1/CPUD (4) - CPU
Resource Utilized: 1%

module 0/6/CPUD (5) - CPU
Resource Utilized: T%

module 0/7/CPUOD (6) - CPU
Resource Utilized: 7%

module 0/RSPO/CPUD (1) -  module 0/RSP1/CPUD (2) -
CPU Resource Utilized: 2% CPU Resource Utilized: 1%

CPU{E AR RE[E]

Menu
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