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E53E $F FILE-PDF Adobe Acrobat Reader msiexec exe file load exploit attempt
EHEEE PUA-TOOLBARS Trackware funwebproducts mywebsearchtoolbar-funtools nuntime detection
EEE AR MALWARE-CNC Win Trojan Mudrop variant outbound connection attempt;

#1Email
2014045218 i mial
Z4E 22-152478803 Notice of Unauthorized Use of Paramount Pictures Corporation Property

enSSL OpenSSL heartbleed(SERVER-OTHER OpenSSL *
MALWARE-CNC Possible Zeus User-Agent - Mozilla 5%
MATWARE-CNC Win Trojan Mevade variant outbound connection
BLACKLIST User-Agent known malicious user agent - TixDIl - Win Trojan Adload dvhg
BLACKLIST User-Agent known malicious user-agent string http - Win. Trojan. Waskd
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IHE 358 $Rhttp B M7 B User-Agent: Http » FEEYURL fiEvirustotaldg 2R E » (EDNFIEgoogle FEREE-TEEH. » AiLIEIZEHAEURL
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From Zone

From
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11423 00:11:55
1123 00:11:55
11/23 00:11:45
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end
end
end
end

end

TANET_V4_In
Campus_MAT_In
Campus_MAT_In
TANET_¥4_In

Campus_NAT_In

TANET_V4_Out 101.199.10%.143 52031 | 80 tcp 360-safeguard-update | allow TANET_V4_Outg...
Campus_NAT_Out 101.199.10%.143 80 tcp 360-safeguard-update | allow Campus_MAT In...
Campus_NAT_Out 101.199.10%.143 80 tcp 360-safeguard-update | allow Campus_MAT In...
TAMET_V4_Cut 101.199.109.143 l top 360-safequard-update allow TAMET_¥4 Outg...

Campus_NAT_Out 101.199.109.143 tcp 360-safequard-update allow Campus_MAT In...
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Session Limit Eventt’ 2801+ 2391 M¥ o
DEA MYXDOMAIN response Found+ 40040+ vulnarability+ 1.47 M+
MTF Denial-0f-Senvice Attack+ 40033+ vulnerability+ 505.33 ket +
DMNS ANY Queries Brute-force DOS Attacks 4003347 vulnerability+ 361.94 k'
Sipuicious, Gen User-Agent Traffics’ 132724 spyware+’ 18014 ke
Suspicious DNS Query (genericoss.aliyuncs.com)+ 404518547 spywares 1248 ke
55Lw3 Found in Senver Responsat’ 26815+ vulnerability+ B7. 73 ket 2
Suspicious DNS Query {(genericgs4 playdr2 tw) + 4002448+ spywares 38,45 ke s
HTTP Unauthorized Brute-force Attacks’ 40031+ vulnerability+ 27 .58 k4
Suspicious DNS Query (genericgs2 playdr2. tw)+ 4002447+ spywaras 2533 ks
Suspicious DNS Query (genenicgss. playdr2. tw) + 4002445+ spywaras 24.45 ket
Morio ROF Request Traffice’ 132744 spyware+’ 2436 ke
Suspicious DNS Query (genanicis.tv.itc o+ 4082527+ spywaras 2014 b+
Suspicious DNS Query (generics.00co00. com 404518447 spywares 17.01 k¥
Suspicious DNS Query (generics.zampdsp.com+ 4084235+ spywaras 15.93 ket 0

Microsoft RPC |Systemactivator bind+' 20846+ vulnerability+ 15.67 k2
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