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S5 2 TE
Al JF AINEE(SQL Injection)

3 B ERE5 AN SessionZ IR (Broken Authentication and Session
Management » BASM)

A3 FEURRIZR T ZE (Cross-Site Scripting » XSS)

A4  HHAITFEULEE (Broken Access Control)

A5 PZERIFHREERSE (Security Misconfiguration)

A6 BUEE R E(Sensitive Data Exposure)

A7 APIINEEFHEEA E (Insufficient Attack Protection)

A8 IEVLEEk1B3&(Cross-Site Request Forgery » CSRF)

A9 (FHABE /AT (Using Components with Known Vulnerabilities)
A10 AP|3k=:[AE& (Underprotected APISs)

A2




SEELR TR Ay

- SRR EE 4L https://evs.twisc.ncku.edu.tw/
© iFHEfgEERR Tedu.tw
© BB AR ABERERREZ NS

B4R EEN ¢ evs_service@mail.moe.gov.tw

EEE : 06-2761204



https://evs.twisc.ncku.edu.tw/
mailto:evs_service@mail.moe.gov.tw

SELR R L= A T

© B,

~ B :
DB ¢ KRB A FTIR R ST 1B
BE TN B - KEE NE(UYEAFTIRRE | B N EAKIER
13 (A0 : R ST B ANRSR) Bk E IR EERRE
»ERIP AZBREZH O R RR D
HiE NEUAERIPEREMTOHEILL "EA ) HINEE
» EARBIVGEERG FEESEAEER HE (CRER )
AL - BALACHS ~ TR - BE
T ezt @ il HZ




SEELR TR Ay

» FHHERERAR » FREICAKE CRIRFNHZ)
RO ~ BRH#ARG - ofE
gE NEAL : 2{E
»  HiEHER
A HBFZAYISES :
HEM3RE~30RARIHEB
B—~3 » EHEEGE ¢
- BRRERFER (1T ~ 248h) : 3EAILRRE
© R (0 ~ 8%5) © OfERAl EFR

iR

i
o JH

B ifuh - nIEERME HER
ZiEuh - BRI B

HERZ HEME AHE 225 - B RESREREEARCLMm [ 18 ]
E




WA
=\l

Z

R T AN

\I

- EHREERES

Result Overview

High Medium Low Log False Positive
| 0 | 1 0 10 [1]
otal: [0 [T [0_[1w |0
e - Vendor security updates are not trusted.
=) o
Scan Report a result has an override, this report uses the threat of the override. don the follo

Over des ¢ v on Detection (OID: 1.3
s are included in the report

report might not show details of all issues that were found. - No 404 check (OID: 1.3.6.1.4.1.25623.1.0.10386)
It only lists hosts that produced issues. - Web mirroring / webmirror.nasl (OID: 1.3.6.1.4.1.

t shown.
=" are not shown.

th the threat level
September 21, 2017 Issues with the threat leve

This report contains all 11 results selected hy the filtering described above. Before filtering
there were 12 results.

If you think any of these are wrong please report openvas-plugins@wald.intevation.org

Vulnerability Detection Result

Summary Requests to this service are done via HTTP/1.1
it Results per Host This service seems to be able to host PHP scripts.
s abbreviat This service seems to be NOT able to host ASP scripts.
task was “Immediate scan of IP 120.114.234.108". scan started at Wed Sep 20 08:32: - The following directories were used for CGI scanning:
2017 UTC and ended at Wed Sep 20 08:47:10 2017 UTC. The report first summarises the edu.tw/

results found. Then, for each h sue found. Please consider

t, the report describes ever, Host scan start  Wed Sep 20 0

2017 UTC edu. tu/certificate
the advice given in cach description, in order to rectify the issue. Host scan end  Wed Sep 20 0

:10 2017 UTC edu.tw/cgi-bin
edu.tw/email
Service (Port)  Threat Level edu.tw/error
80/tep Medium edu.tw/poll
Log edu.tw/Teport
Log edu.tw/res/1d3b/sys/modules/mod_fileUpload
| i::: edu.tw/res/1d3b/sys/templates/default
= edu.tw/res/1d3b/sysdata/templates/default
2 edu.tw/scripts
Medium 80/tcp .tw/service

.tw/share
,,,,,,,,,,,,,,, B 2 n .tw/site
3 .tw/sys
.tw/sys/libs/class/capcha
Summary .tw/sys/modules/mod_fileUpload
r I 10 The application is missing the "httpOnly’ cookie attribute .tw/sys/templates/default

general /CPE- 1 v . . X .tw/sysdata/attach/mgr.service

g ulnerability Detection Result .tw/sysdata/course/100

The cookies:
.tw/sysdata/, /105
Sev-Cookie: locale=s+sreplaced+#*; expires=Tue, 20-Sep-2016 08:34:17 GMT; path=/ B/8yscara/ course

...continues on next page

Contents

1 Result Overview 2

2 Results per Host
21 120.114.234.108 2

Medium 80/tcp

...continues on next page ...
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Slow HTTP Denial of Service Attack

Your web server is vulnerable to Slow HTTR Dos (Denial of Se
rvice) attacks. <br/=<br/= Slowloris and Slow HTTP POST Dos
attacks rely on the fact that the HTTP protocal, by design, req
Lires reguests to be completely received by the server before
they are processed. If an HT TP request is not complete, orift
he transfer rate is very low, the server keeps its resources bu
sy wiaiting for the rest of the data. If the server keeps too man
y resources busy, this creates a denial of service.

2E

A single machine can take down another maching's web serve
rwith minimal bandwidth and side effects on unrelated service
5 and ports.

5+

Cansult Web references for information about protecting your
web server against this type of attack.

&

Slowloris DOS Mitigation Guide htp: A fURToO orgdwiki/slow
loris_DO5_ Mitigation_Guide Protect Apache Against Slowloris
Attack hitp:#blog.secaserver.coms2011/08/protect-apache-sio
wloris-attacky

RYEHH
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