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Al

A2

A3
A4
A5
A6
A7
A8
A9
A10

E AKEE(SQL Injection)
WG 7507 FllSessionE I8 (Broken Authentication and Session
Management + BASM)

Sk Bl AN L EE (Cross-Site Scripting + XSS)

WA ZEVIEE (Broken Access Control)

A% B 4H BE R 7E (Security Misconfiguration)

UL E R 9MNE (Sensitive Data Exposure)

APII EE[H FE A 2B (Insufficient Attack Protection)

B8 11575 SK 18 %5 (Cross-Site Request Forgery © CSRF)

£ A E BRI ITHE (Using Components with Known Vulnerabilities) 5

APIZK 52 3 (Underprotected APIs) :5)#
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Result Overview

High Medium Low Log False Positive
0 1 0 10 0
0 1 0 10 (1]
Summary
| o . I | The script consolidates various information for CGI scanning.
5('(’1“ H(\})UTI i rity upcates are not trustec. . . ) . This information is based on the following scripts /[ settings:
; result has an override, this report uses the threat of the override.

- HTTP-Version Detection (OID: 1.3.6.1.4.1.25623.1.0.100034)

wded in I]- report.

This report might not show details of all issues that were found. - No 404 check (OID: 1.3.6.1.4.1.25623.1.0.10386)
It only lists he produced issues, - Web mirroring / webmirror.nasl (OID: 1.3.6.1.4.1.25623.1.0.10662)
Issues with the threat level “Debug” are not shown.

se Positive” are not shown.

September 21, 2017 [ssues with the threat level ©
If you think any of these are wrong please report openvas-plugins@wald.intevation.org

This report contains all 11 results selected by the filtering described above. Before filtering
there were 12 results. Vulnerability Detection Result

Summar
! ¥ Requests to this service are done via HTTP/1.1.

This document reports on the results of an automatic security scan. All dates are dis- Results per Host This service seems to be able to host PHP scripts.
played using the timezone “Coordinated Universal Time", which is abbreviated “UTC". The This service seems to be NOT able to host ASP scripts.
task was “Immediate scan of IP 120.114.234.108". The scan started at Wed Sep 20 08:32:25 The following directories were used for CGI scanning:
2017 UTC and ended at Wed Sep 20 08:47:10 2017 UTC. The report first summarises the edu.tw/

results found. Then, for each host, the report describes every issue found. Please consider Hos edu.tw/certificate
edu.tw/cgi-bin
edu.tw/email

edu. tw/error

. . . . . . an start  Wed Sep 20 08:32:37 2017 UTC
the advice given in each description, in order to rectify the issue. Host scan end  Wed Sep 20 08:47:10 2017 UTC

) Service (Port) Threat Level
Contents : Medium edu. tw/poll

- Log edu. tw/report

Log edu.tw/res/1d3b/sys/modules/mod_£filelUpload

lesult Overview 2 }:::" edu.tw/res/1d3b/sys/templates/default
— edu.tw/res/1d3b/sysdata/templates/default
Results per Host edu.tw/scripts
. R Medium 80/tcp edu.tw/service

edu.tw/share
edu.tw/site
edu.tw/sys

(o]

e ]
- edu.tw/sys/libs/class/capcha
9 Summary edu.tw/sys/modules/mod_fileUpload
10 The application is missing the "httpOnly’ cookie attribute edu.tw/sys/templates/default
______________ 11 Vi . - ) edu.tw/sysdata/attach/mgr.service
"""""""" ulnerability Detection Result

edu.tw/sysdata/course/100

The cookies: edu.tw/sysdata/course/105

Set-Cookie: locale=

sreplaced===; expires=Tue, 20-Sep-2016 08:34:17 GMT; path=/ —
..continues on next page ...

..continues on next pag
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Show v entries

Search:
cl. c2. c3.
= tb Eb
x #H H
1] cl. 1% c2 1% c3.
=1 3] X # (@] #
& 7 £ 7 = 7
s = fél =7 c2. Bl =7 c3. f&l fil
S P bl & i3] 2 threshold 3] 2 threshold i3] 5 15
1 I 1 3600 1 60 3600 1 60 3600 2017
10-30
02:29:52
2 e 1 3600 1 60 3600 1 60 3600  2017- S
05-11

13:50:00
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