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hElEEE:

* https://www.virtualbox.org/

* http://www.openvas.org/



virtualboxZ4:&

* https://www.virtualbox.org " &#kISOFE
o A% EIEBISORE K 2745
o S22 HHZE https://www.pcsetting.com/freeware/17
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Select your preferred way to try out Greenbone/OpenVAS

Livedemo Yirtual Appliance ' Source Code '

Setup the GCE

Wersion: 4.2.20

Download: https://dl.greenbone. net/download/vivigsm-ce-4.2.20.is0 (350 MByte)
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« YirtualBox by hand via “New". {; . {} :} .

i) BEES R BE

o Type: Linux

« Version: Other Linux (64bit) HTEMERRE
SHEFN R SRR R ¢ INERTIET B eI
FimtRAl - VirtnalBoo: 5 FH BEEEIERD-S Rk s -

. MEI’T’IDI’}!: 2048M LEWAY openvas-test
$BRUT): | Linux

« Harddisk: 9G WA (V): | Other Linux (54-bit)

o (CPUs:2

mEEAE | | s || mE
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+ Create a virtual image:
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* Hyper-V by hand via "New - Virtual Computer”:

» Generation: Generation 1
« Startup memory: 2048MB
s Use Dynamic Memory: deactivate

« Network: Select a connection that has access to the Internet. T
setup. For using the systemsa€™ web interface you need to a

runs.

« Virtual hard disk: create an new, with an minimum of 9GB
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[:] openvas-test [EiTF] - Oracle ViV VirtualBox Ir—_ b

B/ @ W A £E HHE
Greenbone Security Manager Setup - Build #435

Welcome to the Greenbone Security Manager Setup.

Select ’'Setup’ to start setting up your Greenbone
3ecurity Manager.

\/ Start setting up your G3M

Wipe Erase the content of the disk
Quick HWipe Erase the metadata from the disk
Shell Start a minimal shell

Reboot Rebhoot the GSM

FPowerof f Shutdown the GSM

Harning
You are about to install a GSM-CE.

During this process your disk is going to be formatted
and all current data will be lost.

Do you want to continue?




Ingtallation in progress...
Your G5M Community Edition i= now being prepared.

Please vizit wWWW.greenbone.net to learn HMore about commercial
G5SM appliances that =solve all levels of enterprise needs. For
examMple secure airgap-updates for disconmected networks or
connectivity with other security systems.

Admin user
Flease choose the uUsername
for the administrative
user

Admin password
Flease enter the passwaord for
the administrative user. If you
leave it empty, & random one
will bhe generated for you.

password  BX AL Al

<cancel>




SUCCESS .
You successfully setup your GSM.
¥ou need to reboot to finish the installation.
During the process the machine will reboot once
mare.
Do you want to reboot now?

Eiect CD-ROMY
The CD is still mounted,
do you want to eject it
bhetore rebooting?

gem login:] admin
Password:
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Open an Editor to Paste the Key
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Greenbone 05 Configuration

setup
Maintenance
Advanced

setup Menu
Maintenance Menu
Advanced Menu

isplay information about your GSH

<Logout>
About. ..
About your GSH:
GSH Type: CE
GOS Uersion: 1.2.20

Feed Uersion:

Subscription Key: No key present

Lehb Interface

A system uperatlun 1S running curren

Tue Oct £ 09:30:00 Z018

https:r 710.0.2.15

i HHER JEL I P HIE R 588 B R E-E*’Lﬁ

[:1 Open-VAS [E7TF] - Oracle VM VirtualBox

wWE 3R R @A =E R
Welcome to Greenbone 035 4.2 (ttyl)d

The web interface iz awvailable at:

http:r-10.4.22 .85

g=m login:




< C 0 A FEz | hips//104.22.85/0gin/ oginhtmi

Secuw
COMMUNITY
EDITION

BIgHES 7
Greenbone
Security Manager

Dashboard

Greenbone
Security Manager

b 2 Dashboard Scans
Tasks
Reports Ll
Results Task Wizard

Advanced Task Wizard
Modify Task Wizard

Motes

ﬂ ‘ Overrides p
| [ — = —

b,
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Quick start: Immediately scan an IP address

IP address or hostnarne:

10.4.22.22

The default address is either wour computer or your network gateway.
&5 a short-cut | will do the following for vou:

. Create a new Target

. Create a new Task

. Start this scan task right away

. Switch the view to reload every 20 seconds o you can lean back and watch the scan progress

In fact, you must not lean back, &s soon as the scan progress is beyond 1%, vou can already jump inta
the scan report via the link in the Reports Total column and review the results collected so far.

Wwhen creating the Target and Task | will use the defaults as configured in "My Settings”.

By clicking the Mew Task icon B you can create a new Task yourself,

ureenoone
Security Manager
Dashboard Scans Assets SecInfo Configuration Extri
HRa Filter:
min_god=70 apply_1
lJ Tasks (1 of 1)
- Tasks by Severity Class (Total: 1) - Tasks with most High results per host _
[Inia

Mo Tasks with High severity found

1

Immediate scan of IP 10.4.22.22 e %) 01}

(applied filker: min_gqod=70 apply_overrides=1 rows=10 first=1 sart=name)
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0 fBlledld: 31d8 4hd2h Te-Shidhcoad

M Mudr e
"Report: Results {2 of 13) Gl

Owne aimn
um_w
SEH Weak Enrynton Agorttms Supported 002 U400 et
TCP Emestamps S L Loy W% 042222 (28 ul24-10 m e neneraf i
(ool e autof=0) apnly overmmes=1 notes=1 averndes=1 resl, hosts =1 fret=" rows= 100 sortmerse=seventy velsehml min =) [-0if)
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 http://www.myhome.net.tw/2015 01/p08.htm

* http://shaurong.blogspot.com/2018/06/gsm-community-edition-
v4217-openvas-9.html

23


http://www.myhome.net.tw/2015_01/p08.htm

