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TEER/ BEEE NTE
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Vlan 105
10.105.0.0/16
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VamRn Bd/e IPve BHEULE S

IPv6 i A {2 IPv4 o] 3%Ei#E DHCP Rk FaR =R
EIREHPDUEESFERIBIR
2 RENEERA : SNMP ULEE Router ECiF

BEE FEZE= M xEE S B8

AR kIE IPv6 multicastiZE (Eim i ELHFl

BE B EA - B - (EFEIR /Y

IPv6 IP address / MAC B9 4Cif N EEERE R0 & 4R
&7 B EEERAE RASEAGEIE S T
1288  EEZEMEREERES LG NRA | ==
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2B IPv6 53 BeaR AR

{88 TANet IPv6firilt 73 B R Al
SE5°h B—EREMNER - 4384 Prefix /48

MUEBrmAKERR 5782 2001:288:C001::/48
RERRATER 65536 AY/6448E

IRNE - BmAERARA 87 Vlan - TEEFEZIE Dual-stack
Blan -
Vian4 163.22.4.0/24 10.4.0.0/16 2001:288:C001:4::/64 (1TELKIE)
Vlan7 163.22.7.0/24 10.7.0.0/16 2001:288:C001:7::/64 (EIZEE)
Vian9 163.22.9.0/24 10.9.0.0/16 2001:288:C001:9::/64 (1TELKIE)

IRRE - ZRIEFER 8718 IPv6 /64 #lEx - INBHEFAY /64 IPv6 4EEx TR Sl
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APNIC FEr 45T = AIfE R

ZIZ0 TANET % APNIC B9 IPv6fE =R
E—HEES EEAEER "R164 bit 244HEAY IPv6 IP address”

RS :

MmEEBRABEZREAZIE Dual-stack

=ZE E&E{E IPv6 IP address - {BIE{EF 87{& IPv6 /64 #AE
HLIEE®& “BI64 bit A 1HERY IPv6 IP address” <% 874
SBEAXK - EYEEIRFA APNIC #5t=

I AR
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B RIEE

B—EREBEUNER - H%Z3EPrefix /48 7% Prefix /32
EIRAZ R A7 Bc—E /64 o1& /48

Bl - DIBrm KERER »ic®l 2001:288:C001::/48 -- > 244 2001:288::/32
Vlan4 2001:288:C001:4::/64 (1TEAKIE) -- >cd%& 2001:288:4::/48
EULEE—{@ Vlan T oIgEES 65536 | “F164 bit 24F+HEARY IPv6 IP address” BYAHS
e
2001:0288:0004:1111:0000:0000:0000:000a/48
2001:0288:0004:2222:0000:0000:0000:000a/48
2001:0288:0004:3333:0000:0000:0000:000a/48
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EIRAEIR 35777

{88 TANet IPv61iIilt 53 & R Al
SE5R B—ERENMNENR - 4384 Prefix /48

— Bl ZEE AR EE IS AR
JEZEY. 65536 & “Ri64 bit 2 A4H[EIAY IPv6 IP address” BYZHS

{f25% Router TJ A& TE

MR—{E Vlan £ FHE2000~30001E 5% & - MiZEINA 3000{E L LHY Prefix /64 #Ez FERIVIan
EEFEE DHCP Server 3254 IP address

HNEEEBAEM ICMPV6 HERZIBFE AR E

ERERAZE
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1. Time

2. Source IPv4 / IPv6 address
3. Destination IPv4 / IPv6 address

4. Event

ZELRANNES
WREAR log Ol EE
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2021/08/10 14:10 HH 163.22.18.4 :ER EH =814

|

1. TlEEEEENR NAT &
2. WEZE :163.22.184

3. HIWEEE  B=43145 IP address

4, 24E0EE 0 2021/08/10 14:10
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B 5T EE SSETET - |HH|"IJF'I

Hicrozoft Windows [fRE 1 19042 1110
(c) Hicrozoft Carparatlan é;FF$EFﬁ¥§! jﬁﬂ¥5”—~ﬁU$E$J°

C:iUzeratvecsnalookup

FEREEEEE:  academic.ncnu.edu.tw
Lddresa:  163.22.2.1

= wyw.whitehouze. gov
academnic.nenn.edu. ty
163.22.2.1

FEETE R

HiH: e4036 dach.akanaiedge. net

fddresges: 2001:288:6:85::1cd
A001:288:6:80: :1fcd
184,84 .45 92

4 ]iagez: www.whitehouze.gov
vildecard.whitehouze. zov.edgekey.net




SCER - NAT $H083

Al

& syslog - root@syslog var/log/HOST/nat/2021-08-10/14 - Xshell 6 (Free for Home/Schoal) — d b

BE0 SED BRNVM IRD HSEHEB REW HEH

P - G- @ A €D X
1sysiog | -
[rootldsyslog 14]1# grep 184.84.48.92 info | grep 163.22.18.4 | grep 14:10

Aug 10 :10 SRX NAT RT FLOW: RT FLOW SESSION CREATE: session created
NSRRI/ 60365->184.84.48.92/443 0x0 junos-https 163.22.18.4/25360->1
84.84.48.92/443 0x0 source rule rule7 N/A N/A © 4 Trust Untrust 1759369

N/A(N/A) ael.902 UNKNOWN UNKNOWN UNKNOWN N/A N/A
[root@syslog 141# |

ssh:/fycc@10.10.4.195:6682 SEHZ  umterm T 73T n.6,19 1TIEES MNUM




iR — : SNMP LOG &58 IP / MAC

& netcenter - yeo@netcenter~ fjuniper-switch/data - Xshell & (Free for Home/School)

- m| »
BEP SEE BREY IED FIEHG® SEW BHEH
+ - | Gy kT o v - & m| 3 by P - - ,
® 1syslog 2 netcenter (3

[ycc@netcenter data]$ grep 10.4.21.77 08-10/14
= 10 78 D2 F9 83 F2

[ycclnetcenter data]ls$ I

sshy/fyco@netcenter.nenu.edu w6682 S5H2  xterm I B0ned 0.3,23 2T{EEEE UM

& H IPv4 IP address £1 MAC (Y 5 =



HEE— : DHCP LOG &2 IP / MAC

state

1T
-l

& H IPv4 IP address £1 MAC (Y 5 =



DHCPvV6 ;88 MAC &:&f

2B MAC Eill @ XK 555

DUID - DHCP Unique Identifiers

DHCPv6 ItE—& Al A%

IR E P IntDHCPv6fE ks 1815 Pt

32



//wxrAP_Tl {58 =& Im i ag

AR ZAHEN 2

%ﬁ??iﬁ NS ERE . . . . . . . . : ncav.edo.tw
: Intel(R) 82578DC Gigabit Network Connection
: Lg T8-D2-FO9-83_F2

FE TINS {5ikaz
ZE YIS (iR
NetBIOS over Topip

AR ZAAEE 3
Eﬁ?—iﬁif T D R DR

: TAP-Mindows Adapter V9
: DD FF-FE-14-1E-1E

C:A\Uzeratveos




YN UL EE IPv4 arp table 1 IPv6 neighbor

E1F - £/ SNMP 5C#% IPv4 arp table

Z1F - EH SNMP 5c#% IPv6 neighbor

IPv6 IP address R 88 I TURR BB ER LB ER

hiEEE S TANet B9 IPv6 IP address WEIE S
RTES &Liﬁiﬁué*@ IPv6 EIERERZE

[Cl5% IPv6 EFEARRETRIE

YNl fsE ;3 Wireshark & M 4cix IPvo 1€
gn{alfsE 3 Tshark E& F4cEk IPvo 316

10. % #% IPv6 [EALER ETRVE E 1257 AR

O© 00 N o vk W



IPv4 arp table #] IPv6 neighbor

UICIVES




yCC@NCNU-EX9251-1> show arp

MAC Address Address Interface Flags
bb 10 irb.4 [ael7.0] none
2b 10 irb.4 [ael7.0] none
bc 10 irb.4 [ael7.0] none
41 10 irb.4 [ael7.0] none
e6 10 irb.4 [ael7.0] none
bc 10 irb.4 [ael7.0] none
c9 10 irb.4 [ael7.0] none
fe 10 irb.4 [ael7.0] none
98 10 irb.4 [ael7.0] none
21 10 irb.4 [ael7.0] none
6d 10 { 4 irb.4 [ael7.0] none
ad 10 ! irb.4 [ael7.0] none
ac 10 ! irb.4 [ael7.0] none
55 10 ! irb.4 [ael7.0] none
8f 10 ! irb.4 [ael7.0] none
72 10 ! irb.4 [ael7.0] none
30 10 ! ) irb. [ae0.0] permanent remote
71 10 irb.4 [ael7.0] none
c3 10 irb.4 [ael7.0] none
d2 10 irb.4 [ael7.0] none
42 10 { 4 irb.4 [ael7.0] none
19 10 irb.4 [ael7.0] none
f4 10 irb.4 [ael7.0] none
7f 10 | irb.4 [ael7.0] none
2b 10 irb.4 [ael7.0] none
16 10 irb.4 [ael7.0] none
81 10 irb.4 [ael7.0] none
65 10 irb.4 [ael7.0] none
eb 10 irb.4 [ael7.0] none
42 10 irb.4 [ael7.0] none

L R Y T T =T e L T =Y =Tt ot T

S5HZ  wterm 7135 0.3213 1IfEEE NUM




yCC@NCNU-EX9251-1> show ipvé neighbors

TPv6 Address Linklayver Address State Secure Interface
2001:: e:45d2 00 a0 stale no irb.9 [ael2.0]
2001: 3 CC 30 reachable no irb.91 [ae0.0]
2001: ofe 30 reachable no irb.2 [ae0.0]
2001: 00 ec stale no irb. [ael7.0]
2001: 00 05 stale no irb. [ael7.0]
2001: 00 03 stale no irb. [ael7.0]
2001: 00 ea stale no irb. [ael7.0]
2001: 00 a9 stale no irb. [ael7.0]
2001: :95ff:fe04 00 ec stale no irb. [ael7.0]
2001: :56ff:feB8b 00 93 stale no irb. [ael7.0]
2001: :56ff:fe8b 00 fo stale no irb. [ael7.0]
2001: :56ff:fe94 00 d4 stale no irb. [ael7.0]
2001: :56ff:fe%9c 00 ca stale no irb. [ael7.0]
2001: 5:52f8:22c 00 f8 stale no irb. [ael7.0]
2001: 4:040£:565 00 25 stale no irb. A
2001: CcC 30 reachable no irb. [ae0.0]
2001: 00 82 stale no irb. [ael7.0]
2001: :56ff:fe8b 00 26 stale no irb. A
2001: :56ff:fe%9c 00 14 stale no irb. [ael7.0]
2001: :56ff:fe9c 00 af stale no irb. [ael7.0]
2001: f:obff:fel ac ct stale no irb. A
2001: CcC 30 reachable no irb. [ae0.0]
2001: 00 T7f stale no irb. [ael7.0]
2001: 00 56 stale no irb. A
2001: 00 ad stale no irb. [ael7.0]
2001: 00 5d stale no irb. [ael7.0]
2001: 00 56 stale no irb. A
2001: 00 T7f stale no irb. [ael7.0]
2001: 00 T7f stale no irb. [ael7.0]
2001: 00 T7f stale no irb. A

®© © ®© ® ®© ®© o O O D O D00 o000 0 00 00O 0o D00 000N
ol s s s R s R R W W W W W W NNNNMNNNDNND NN

S5HZ  wterm 7135 0.3213 1IfEEE NUM
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SNMP

B EAEEIEmE
Simple Network Management Protocol
IETF (Internet Engineering Task Force) FTEE

I E IR A i s 1 2 BRI IR




SNMP oJIfE &5

B E IFRETRE (sysUpTimelnstance)
TESERMFIRAB E (sysDescr)

WETEE R (ifName, ifDescr, ifSpeed, ifType, ifPhysAddr)
A=A T EEIE= (ifiInOctets, ifOutOctets)
S:=ImARPREY (ipNetToMedia)

bk N



CentOS8 - SNMP Z2 45712 —

dnf update
Zi% CentOS8 #4t1& - FITEM

dnf install net-snmp net-snmp-libs net-snmp-utils
Zz% SNMP HEEH

systemctl enable --now snmpd

TORTFIE R RIF SNMP




CentOS8 - SNMPZ 35tz

systemctl status snmpd
fE78 SNMP ZE1EARRT

systemctl restart snmpd
& R SNMP BR#%




Z1F - 5 SNMP sc#x IPv4 arp table

snmpwalk -OX -v 2¢ -¢ public localhost ipNetToMediaPhysAddress

BRER
Yol 4R % shell
snmpwalk -OX -v 2¢ -c yccyce 10.4.1.252 ipNetToMediaPhysAddress
Yo HEFE

crontab - ¢
date '+%m-%d'
Mo &z

grep



E1F - &£

—

SNMP

sC#k IPv6 neighbor

snmpwalk -OX -v 2c¢ -c public localhost ipv6NetToMediaPhysAddress

91 ST 4
/-R’¢~l

YN 4R = shell

snmpwalk -OX -v 2c¢ -c public localhost ipvéNetToMediaPhysAddress

INCIEZ I

crontab - ¢
date '+%m-%d'

o &

grep



|IPv6 |P address
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AR ERLEER




A AR T

IPvo F &8 TE

=T
m 323X /1L /G

E18 - (SRR IPV6 {

INABER

IPv6 BEN#HREACE (IPv6 Auto configuration)

v Al AT

A AEE

S ENEEER S (&




IPve BENAHRRECE

IPv6 Auto configuration

ARt B #fic & (Stateful Address Auto-configuration)
DHCPv4 #Hg]

AR AR 7 E B B ific & (Stateless Address Auto-configuration)
DEF—EERAE S F Ao HEN G TE B RE)
MRz A SEENFAE(EEB)AREE B CIPALLE




Windows #018] EXFR/{= A IPv6

it > TElE > ERSAERRERS > @ERANHEAEDN

o Ethernet0 A& X
EEMEE
[E BRI

E & Intel(R) 82574L Gigabit Network Connection

RE(©Q)..

P Qos siamEs ~

SEEEERTFIEE):

vV, EEEEESERTEE 45 (TCP/PY)

[J 4 Microsoft Network Adapter 2 TEZEFRETE

M 4 Microsoft LLDP EFBEEIEST

M o EERERERETE 6 M (TCP/IPVE)

WM 4 Link-Layer Topology Discovery Responder

4 Link-Layer Topology Discovery Mapper |/O Driver v

L4 >
ZE(N)... BBRERU) AE(R

STHERSERTE Microsoft BEFIEE -

fender BAX;




CentOS8 #1o] EYA/1E 8 IPv6

# vi /etc/default/grub
TEEB—1TIIA
GRUB_CMDLINE_LINUX="$GRUB_CMDLINE_LINUX ipv6.disable=1"

# grub2-mkconfig -o /boot/grub2/grub.cfg
# grub2-mkconfig -o /boot/efi/EFl/centos/grub.cfg
BHTER TE

# reboot
&S ¥ A%



JUE\?%&@ = [ANet

IPv6 IP address AUEE A 5 =,




imo

2 A.. Tl EREE

E%;E/El\%u 1%) E/‘] IPv6 'ﬂ:ﬁgﬁﬂ

AR BE 7 E B Ehific & (Stateless Address Auto-configuration)

Bt EST AR IPV6 M2\ - BIFE DNS k3

YCCE@NCNU-EX9251-1> show configuration protocols router-advertisement interface irb.4

dns-server—-address 2001:el10:6840:2::11;
prefix 2001:e10:6840:4::/64;




s BS
N E‘;-;T
Pvo

R IPvo A 2o eE



B2 EAH CIRIE

2L B IPve EIEREAZE




FA T IPvo izt

fR S IPv6 fuilt (Privacy Extensions for IPv6 SLAAC)

MEF B E B EIPvo sl
&2+ B 5T E HERSIPV6 (It EARIAR T
AL EHEEE L UAERS




HENE IPvE BE - x  + °
1?]5] < C { @& test-ipvb.com bt e :
e __LTIHEL o
» TR e — bR | 2 1pve | | mmmmE | [ s |

HIEtREY IPV6 E4E.

mi | | BueR | | s2e% / wean | [ 5 1pve S | BwBa

{RTERR4EEE L RYIPVARIHE 163.22.4.124
(ERX-TANET-ASN1 Taiwan Academic Network TANet Information Center)

{RTEYBIE4E58 ERYIPVEAZiE 2001:€10:6840:4:682a:f58a:421 a:fd4f
(TWAREN-TW National Center for High-performance Computing)

O IREERA IPv6 . (RIRERTLAEE —{ERACRIEESD IPv6 ButBdiNnN o H. (257

{RUFIEEERIBIERATAKIERE IPv4 8 IPv6 , HIFIEEEA VPN, BB{RAY VPN RBHE—E (f3E
T WA) EAlEE.
Ieigut FRY HTTPS STIERIRS Betath, [ass)

v/ {7E9 DNS fAlik=s (RJREERIRRIISPAESE) {IF 3R IPve RSB ERIGE.
{REIHS 1PV REMRAISE

1 0/1 O %@ﬁﬁﬁ%ggfﬁﬁﬁ |Pve N E%ﬁ EE%EE‘:E{J IPv6 {ﬁiﬁ%ﬂ]%ﬁ:iﬁ

BLESERE [ISLEE
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IPv6 Neighbor Discovery

3B nodes Z BRI E A A

285> ICMPv6 Type 133 ~ 137

AL Option fE 43

IPv6 Header Neighbor Discovery Message Header
(ICMPv6) Type 133 ~137

Neighbor Discovery Message Options

—
Neighbor Discovery Message

57



IPv6 Neighbor Discovery

ICMPv6 Type 133 ~ 137/

N

133 EBHzsEK Router Solicitation (RS)
134 BHz=ALS Router Advertisement (RA)
135 #EBK Neighbor Solicitation ( NS)
136 #EAS Neighbor Advertisement ( NA)
137 EXE[D Redirect

IPv6 Header Neighbor Discovery Message Header Nl e eere [ eeeeime Eraee

(ICMPv6) Type 133 ~137

—
Neighbor Discovery Message o



ICMPVo6 Typel33

IS EHES 75 oK Router Solicitation (RS)

= node B{E) interface B5F - ¥ F &[0 router FHFH L HEEK

IPv6 Header Neighbor Discovery Message Header
(ICMPv6) Type 133 ~137

Neighbor Discovery Message Options

—
Neighbor Discovery Message

59



ICMPV6 Typel34

RS Router Advertisement ( RA )

Router 15 #8HA M 3¢ RA message

IPv6 Header Neighbor Discovery Message Header
(ICMPv6) Type 133 ~137

Neighbor Discovery Message Options

—
Neighbor Discovery Message

60



ICMPvo6 Typel35

51 JE RA oK Neighbor Solicitation ( NS)
FH2R BE47 5020 nodes BY Link Layer Address

IPv6 Header Neighbor Discovery Message Header
(ICMPv6) Type 133 ~137

Neighbor Discovery Message Options

—
Neighbor Discovery Message

61



ICMPvV6 Typel36

WIENS Neighbor Advertisement ( NA)

L1l
[T1
ot
(@
INp
e
I}
T~
T
5.
~N
Q
<<
D
-
Q
O
O
-
(D
wn
wn

A2k [0l f& ICMPv6 Type 135 NS message

|IPv6 Header Neighbor Discovery Message Header
(ICMPv6) Type 133 ~137

Neighbor Discovery Message Options

—
Neighbor Discovery Message

62



ICMPV6 Typel3/

EXTE (O Redirect

V1 =3

Router B2k E%0 node F AEREREEF I 81X 2 BRIt

ML T2 (PR RS E e B Neighbor Discovery Message Options

IPv6 Header

(ICMPv6) Type 133 ~137

—
Neighbor Discovery Message

63




PC-A

Multicast 8 #HI=17
Neighbor Discovery Protocol

135(NS) @

............ FEwo A1 IPv6 Link-Local Address

133(RS) Dy iex v Ro) sk B AT IR A T ER

®R0uter [o]Z& Prefix & DNS &Z&l45 PC-A  134(RA) @
)R8 IPv6 Global Address EEEE \

2

a8)[S] IPv6 privacy extensions IP Router
Address =B E®&

............. E ST A PC-A #EAR IP Address

BHEAPREIE  —oommemmmee N
a7 Dst fysE .

 PC-B
V18 K &2 IPv6 IP Addressi@A 12
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M Wireshark - Go Deep. X e

€ C (@ @& wiresharkorg/#download

NEWS Get Acquainted Get Hel Develo Project Host SharkFest
WIRESHARK d Y P P J
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M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Anm 7@ X& | Z% 8= Qe

[ |A—;ppi}' a display filter --- <Ctl-/>

Welcome to Wireshark

Capture

---using this filter: [ | Enter a capture filter -+ ¥ | | All interfaces shown ¥

[RIFEL* 10
BRIgES*9
ERIHEH* 8
EFAEES
Local Area Connection* 9
(R I B 1 -
Wi-Fi A
2R 2 _ M
Adapter for loopback traffic capture A

@ USBPcapl

@) USBPcap2

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.7 (v3.4.7-0-ge42cbf6oa415f), You receive automatic updates.

No Packets Profile: Defaulty
— [F4FOBHIS

# Ready to load or capture
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M Wi-Fi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adn 160 1  DRB es>=F a5Eaaqam

[ [ lpply a display filter -+ <Ctrl-/>

LY
+

No. Time Source Destination Protocol Length  Info
284 35.099710 163.22.4.124 192.168.8.104 TLSv1.2 246 [TCP Previous segment not captured

285 35.099808 192.168.8.104 163.22.4.124 TCP 66 [TCP Dup ACK 276#1] 49692 - 1924 [
286 35.099910 192.168.8.104 163.22.4.124 TCP 66 49692 » 1924 [ACK] Seq=2230 Ack=46] |
287 35.099968 192.168.8.104 163.22.4.124 54 49692 » 1924 [ACK] Seq=2230 Ack=46—

I 288 35.100002 192.168.8.104 163.22.4.124 66 [TCP Dup ACK 287#1] 49692 -» 1924 [[—]}
289 35.100041 192.168.8.104 163.22.4.124 54 49692 » 1924 [ACK] Seq=223@ Ack=48
.100072 .168.8.104 .22.4.124 66 [TCP Dup ACK 289#1] 49692 -» 1924 [

.100218 .22.4.124 .168.8.104 1514 [TCP Out-Of-Order] 1924 - 49692 [A
292 35.100266 192.168.8.104 163.22.4.124 TCP 54 49692 - 1924 [ACK] Seq=2230 Ack=49
293 35.100337 192.168.8.104 163.22.4.124 TLSv1.2 107 Application Data ;
.100722 .22.4.124 .168.8.104 1514 [TCP Previous segment not captured
295 35.100722 163.22.4.124 192.168.8.104 TLSv1.2 246 Application Data -
.100722 .22.4.124 .168.8.104 1514 [TCP Out-Of-Order] 1924 - 49692 [A
.100765 .168.8.104 .22.4.124 66 [TCP Dup ACK 292#1] 49692 -» 1924 [
.100813 .168.8.104 .22.4.124 66 [TCP Dup ACK 292#2] 49692 - 1924 [
299 35.100847 192.168.8.104 163.22.4.124 TCP 66 49692 - 1924 [ACK] Seq=2283 Ack=51{ |.
< >

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{2EB45FB2-901B-4669-8A85-51508DD@0C03}, id @
Ethernet II, Src: IntelCor_cc:54:6b (98:af:65:cc:54:6b), Dst: HuaweiTe 68:70:f4 (24:31:54:68:70:14)

Internet Protocol Version 4, Src: 192.168.8.104, Dst: 163.22.4.124

Transmission Control Protocol, Src Port: 49692, Dst Port: 1924, Seq: 1, Ack: 1, Len: ©

24 31 54 68 70 f4 98 af 65 cc 54 6b 08 00 45 @0  $1Thp e-Tk--E )

Q@ 7 wireshark Wi-FiQIOT70.peapng Packets: 355 - Displaved: 355 (100.0%) Profile: Defaulty

A . . = T4 0317
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Wireshark

filter 20a] ME<
IpVO
Icmpv6
iIcmpv6.type

i & 22 85
and E&+ &&
or &+ |

icmpvb.type == 134 || icmpvb6.type == 135



A *Wi-Fi — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mad@ R Re2=Z ¢ g5 E Qe
[ [ipve] X '] +
No. Time Source Destination Protocol Length  Info ~
8938 32.669086 2404:0:802d:883d:4d44:4bBcC:2043:5484 2001:4860:4860: : 8888 QUIC 101 Protected Payload (KP@), DCID=2994e53
8940 32.671292 2001:4860:4860: : 8888 2404:0:802d:883d:4d44:4b0c:2043:5484 QUIC 598 Protected Payload (KPQ)
8941 32.671292 2001:4860:4860: : 8888 2404:0:802d:883d:4d44:4b0Cc:2043:5484 QUIC 88 Protected Payload (KP@)
8942 32.671677 2404:0:802d:883d:4d44:4b0c:2043:5484 2001:4860:4860: :8888 QUIC 101 Protected Payload (KP@), DCID=2994e53
8944 32.676156 2001:12fF:0:4::9 2404:0:802d:883d:4d44:4b0c:2043:5484 TCP 74 443 > 64838 [ACK] Seq=5303 Ack=1115 W
8945 32.676156 2001:12ff:0:4::9 2404:0:802d:883d:4d44:4b0BCc:2043:5484 TLSv1.3 153 Application Data
8946 32.676156 2001:12fF:0:4::9 2404:0:802d:883d:4d44:4b0c:2043:5484 TLSv1.3 153 Application Data
8947 32.676156 2001:12fF:0:4::9 2404:0:802d:883d:4d44:4b0c:2043:5484 TLSv1.3 124 Application Data
8948 32.676251 2404:0:802d:883d:4d44:4b0cC:2043:5484 2001:12ff:0:4::9 TCP 74 64838 > 443 [ACK] Seq=1115 Ack=5511 W
8950 32.678144 2001:4860:4860: :8888 2404:0:802d:883d:4d44:4b0c:2043:5484 QUIC 88 Protected Payload (KP@)
8951 32.680197 2404:0:802d:883d:4d44:4b0c:2043:5484 2001:4860:4860: : 8888 QUIC 95 Protected Payload (KP@), DCID=2994e53
8952 32.681025 2001:12ff:0:4::9 2404:0:802d:883d:4d44:4b0BCc:2043:5484 TLSv1.3 120 Application Data
8953 32.681025 2001:12fF:0:4::9 2404:0:802d:883d:4d44:4b0c:2043:5484 TLSv1.3 98 Application Data
8954 32.681025 2001:12ff:0:4::9 2404:0:802d:883d:4d44:4b0c:2043:5484 TCP 74 443 > 61398 [FIN, ACK] Seq=9052 Ack=1i
8955 32.681127 2404:0:802d:883d:4d44:4b0cC:2043:5484 2001:12ff:0:4::9 TCP 74 61398 > 443 [ACK] Seq=1691 Ack=9@053 W
8956 32.681396 2404:0:802d:883d:4d44:4b0c:2043:5484 2001:12ff:0:4::9 TCP 74 61398 > 443 [FIN, ACK] Seq=1691 Ack=9(.
< >

Frame 118: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface \Device\NPF_ {2EB45FB2-901B-4669-8A85-51508DD00C03}, id ©
Ethernet II, Src: e6:28:66:ba:7d:@b (e6:28:66:ba:7d:@b), Dst: IntelCor cc:54:6b (98:af:65:cc:54:6b)

Internet Protocol Version 6, Src: fe8@::1c5c:f4bb:d6d6:20c1, Dst: ff02::fb

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (query)

98 af 65 cc 54 6b e6 28 66 ba 7d @b 86 dd 60 02 e-Tk-( f-} h ~

O ¥ Intemet Protocol Version 6: Protocol Packets: 8960 - Displayed: 6329 (76.2%) Profile: Defagll

S5 A = = ! P g G S L Oy
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A *Wi-Fi — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mad@ R Re2=Z ¢ g5 E Qe

[ [ icmpve] [X] '] +

No. Time Source Destination Protocol Length  Info ~
11821 38.711140 fe80::2631:54ff:fe68:7074 fe80::8813:9862:8df9:4ab4d ICMPV6 86 Neighbor Solicitation for fe8@::88f3:
11822 38.711264 fe80::8813:9862:8df9:4ab4 te80::2631:54ff:fe68:7074 ICMPV6 86 Neighbor Advertisement fe80::8813:986
15463 45.931460 feB80::2631:54ff:fe68:70F4 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d
15464 45,931533 2404:0:802d:883d:4d44:4b0c:2043:5484 fe80::2631:54ff:fe68:7074 ICMPV6 86 Neighbor Advertisement 2404:0:802d:88
15527 46.331664 fe80::1628:53ff:fede:7054 tfe2::1 ICMPV6 90 Multicast Listener Query
15537 46.352210 feB80::2631:54ff:fe68:70F4 ff02::16 ICMPV6 190 Multicast Listener Report Message v2
15576 46.634179 fe80::8813:9862:8df9:4ab4 tf02::16 ICMPV6 170 Multicast Listener Report Message v2
15642 47.069097 fe80::7030:d8ff:feda:df2d tf02::16 ICMPv6 110 Multicast Listener Report Message v2
17596 76.006970 feB80::2631:54ff:fe68:70F4 ff02::1:fff9:4ab4 ICMPV6 86 Neighbor Solicitation for 2404:0:802d
17597 76.006970 te80::2631:54ff:fe68:7074 tf02::1:fff9:4ab4d ICMPV6 86 Neighbor Solicitation for fd24:3154:6!
17598 76.006970 feB80::2631:54ff:fe68:7014 T102::1:1143:5484 ICMPVv6 86 Neighbor Solicitation for fd24:3154:6:
17599 76.007220 2404:0:802d:883d:8813:9862:8df9:4ab4 fe80::2631:54ff:fe68:70F4 ICMPV6 86 Neighbor Advertisement 2404:0:802d:88
17600 76.007391 td24:3154:6870:1400:8813:9862:8df9:4ab4 te80::2631:54ff:fe68:7074 ICMPV6 86 Neighbor Advertisement fd24:3154:6870
17601 76.007489 td24:3154:6870:T400:4d44:4b0c:2043:5484 fe80::2631:54ff:fe68:70T4 ICMPV6 86 Neighbor Advertisement fd24:3154:6870
17791 83.851539 fe80::2631:54ff:fe68:70F4 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d
17792 83.851624 2404:0:802d:883d:4d44:4b0c:2043:5484 te80::2631:54ff:fe68:7074 ICMPV6 86 Neighbor Advertisement 2404:0:802d:88..

< >

Frame 15527: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface \Device\NPF_ {2EB45FB2-901B-4669-8A85-51508DD00C03}, id @
Ethernet II, Src: ZioncomE_de:70:54 (f4:28:53:de:70:54), Dst: IntelCor cc:54:6b (98:af:65:cc:54:6b)

Internet Protocol Version 6, Src: fe8@::f628:53ff:fede:7054, Dst: ff02::1

Internet Control Message Protocol v6

98 af 65 cc 54 6b f4 28 53 de 70 54 86 dd 60 00 e-Tk-( S-pT--" ~

O ¥ Internet Control Message Protocol v6: Protocol Packets: 17809 ' Displayed: 20 (0.1%) Profile; Defagll

ren N : - » ) L s T ;
H L HEEERANFRES - ; . W S = 2021/8/20 )




A *Wi-Fi — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mad@ XRE QRem=2f s = QM
[ icopv6.type == 135 [X] -]+
No. Time Source . Destination Protocol Length  Info
1120 20.641125 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
11821 38.711140 fe80::2631:54ff:fe68:7014 Te80::8813:9862:8df9:4ab4d ICMPV6 86 Neighbor Solicitation for fe80::88f3:98
15463 45.931460 feB80::2631:54ff:fe68:70F4 2404:0:802d:883d:4d44:4b0C:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
17596 76.006970 fe80::2631:54ff:fe68:7074 ffo2::1:fff9:4ab4d ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
17597 76.006970 fe80::2631:54ff:fe68:7014 tf02::1:ff9:4ab4d ICMPv6 86 Neighbor Solicitation for fd24:3154:687
17598 76.006970 feB0::2631:54ff:fe68:70f4 ff02::1:ff43:5484 ICMPV6 86 Neighbor Solicitation for fd24:3154:687
17791 83.851539 te80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
22900 130.992460 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPv6 86 Neighbor Solicitation for 2404:0:802d:8
< >

Frame 15463: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_ {2EB45FB2-901B-4669-8A85-51508DD00C03}, id 0@
Ethernet II, Src: HuaweiTe 68:70:f4 (24:31:54:68:70:f4), Dst: IntelCor cc:54:6b (98:af:65:cc:54:6b)

Internet Protocol Version 6, Src: fe80::2631:54ff:fe68:70f4, Dst: 2404:0:802d:883d:4d44:4b0c:2043:5484

Internet Control Message Protocol v6

98 af 65 cc 54 6b 24 31 54 68 70 f4 86 dd 60 00 e-Tk$1l Thp N 2

Q ¥ wireshark Wi-Fi03G470.peapng Packets: 24345 - Displayed: 8 (0.0%) Profile: Defagll

e en - - . . » P . - . 0321
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M ~Wi-Fi - X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mad@ XRE QRem=2f s = QM

(W i0v6 && lempvb.type = 135 B -+

No. Time Source . Destination Protocol Length  Info

1120 20.641125 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8

11821 38.711140 fe80::2631:54ff:fe68:7014 Te80::8813:9862:8df9:4ab4d ICMPV6 86 Neighbor Solicitation for fe80::88f3:98
15463 45.931460 feB80::2631:54ff:fe68:70F4 2404:0:802d:883d:4d44:4b0C:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
17596 76.006970 fe80::2631:54ff:fe68:7074 ffo2::1:fff9:4ab4d ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
17597 76.006970 fe80::2631:54ff:fe68:7014 tf02::1:ff9:4ab4d ICMPv6 86 Neighbor Solicitation for fd24:3154:687
17598 76.006970 feB0::2631:54ff:fe68:70f4 ff02::1:ff43:5484 ICMPV6 86 Neighbor Solicitation for fd24:3154:687
17791 83.851539 te80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
22900 130.992460 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPv6 86 Neighbor Solicitation for 2404:0:802d:8
29753 194.172414 feB80::2631:54ff:fe68:70F4 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:802d:8
32959 214.,242315 te80::2631:54ff:fe68:7074 t102::1:ffd6:20cl ICMPV6 86 Neighbor Solicitation for fe8@::1c5c:f4
37257 222.557636 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPv6 86 Neighbor Solicitation for 2404:0:802d:8

Frame 15463: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_ {2EB45FB2-901B-4669-8A85-51508DD00C03}, id 0@
Ethernet II, Src: HuaweiTe 68:70:f4 (24:31:54:68:70:f4), Dst: IntelCor cc:54:6b (98:af:65:cc:54:6b)

Internet Protocol Version 6, Src: fe80::2631:54ff:fe68:70f4, Dst: 2404:0:802d:883d:4d44:4b0c:2043:5484
Internet Control Message Protocol v6

98 af 65 cc 54 6b 24 31

54 68 70 f4 86 dd 60 ©©

e-Tk$1l Thp

@ 7 Type: Unsigned integer, 1 byte

H L EEHBAXFRES

Packets: 37587 - Displayed: 11 (0.0%)
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A

4 = ® BEREO Res=x2F I =EQaqaqn
(W [icmpv6.type == 134 Il icmpv6.type == 135 B -+
No. Time Source . Destination Protocol Length  Info ~
48330 331.284173 fe80::2631:54ff:fe68:7074 2404:0:802d:883d:4d44:4b0c:2043:5484 ICMPV6 86 Neighbor Solicitation for 2404:0:8
49707 366.432385 fe80::2631:54ff:fe68:7074 tf02::1:fff9:4ab4d ICMPV6 86 Neighbor Solicitation for 2404:0:8
49708 366.432385 feB80::2631:54ff:fe68:70F4 ff02::1:fff9:4ab4 ICMPV6 86 Neighbor Solicitation for fd24:315
49709 366.,432385 felQ::2R/31 :CAff-foRR:70FA ff02 -1 FFfA3+-54AA TCMPuA R6 Neichhar Salicjtation for fd24:315:.
51532 389.677680 ¢ M Wireshark - Capture Options X ftation for 2404:0:8
53999 437.395688 fe itation for 2404:0:8
57291 500.385131  fq ot Ouput Options itation for 2404:0:8
58432 505.495453 f¢  Capture to a permanent file itation for fe80::1c
59598 589.977325 fe File: [Teave blank to use a temporary file .- sement from 24:31:54
59990 605.486086  f¢ T itation for 2404:0:8
65938 618.577285 t€  Output format: @ peapng O peap itation for fe80::88
68646 656.741345 fe Create a new file automatically-+- itation for 2404:0:8
68647 656.741345 fe itation for fd24:315
68652 656.909340 fq  [lafer packets itation for fd24:315.
74354 796.201814  f¢  [Jafter kilobytes v itation for fe8@::1c!
74517 830.107691 fe : S :31: v
. [ after seconds v sement from 24:31 5)4
] when time is a multiple of hours v
Frame 74517: 174 bytes , id @ ~
Ethernet II, Src: Huaw¢ [ Usearing buffer with files
Internet Protocol Vers
v Internet Control Messa
Type: Router Adverti
Code: @
Checksum: @xb9t9 [co
[Checksum Status: Go
Cur hop limit: 64 REEH sEe
Flags: 0xc8, Managed

Router lifetime (s): 18090

Reachable time (ms): ©

Retrans timer (ms): ©

ICMPv6 Option (Prefix information : 2404:0:802d:883d::/64)
ICMPv6 Option (Prefix information : fd24:3154:6870:f400::/64)
ICMPv6 Option (Recursive DNS Server fe80::2631:54ff:fe68:70f4)
ICMPv6 Option (MTU : 1500)

TCMPv6 Ontion (Source link-laver address : 24:31:54:68:70:f4) M
98 af 65 cc 54 6b 24 31 54 68 70 f4 86 dd 60 oc e-Tk$1l Thp N 2
Q ¥ wireshark Wi-Fi03G470.peapng Packets: 75233 * Displayed: 29 (0.0%) Profile: Defayl]

H O EERHAXTIES = £ 0 ‘ : ) o el e
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[root@localhost ~]# dnf search wireshark
Name Exactly Matched: wireshark
Network traffic analyzer
Name Matched: wireshark
k-cli.i686 : Network traffic analyzer
-cli.x86 64 : Network traffic analyzer
[root@localhost ~]# dnf wireshark.x86 64
No such command: wireshark.x86 64. Please use /usr/bin/dnf --help
It could be a DNF plugin command, try: "dnf install 'dnf-command(wireshark.x86 64)'"
[root@localhost ~]# dnf install wireshark.x86 64
Linux 8 - AppStream 623 B/s . 00:07

Linux AppStream 721 kB/s . 00:12
Linux Base0S 610 B/s -
Linux Base0S

LinuXx Extras

wireshark appstream
Installing dependencies:

libatomic 4. : baseos
Llibsmi 4. - appstream
openal-soft oo - . appstream




% Activities Terminal «

=]

File Edit View Search Terminal Help
Verifying : openal-soft-1.18.
Verifying : qt5-qtbase-5.12.5
Verifying : qt5-gqtbase-common
Verifying : qt5-qtbase-gui-5.
Verifying : qt5-qtdeclarative
Verifying : qt5-qtmultimedia-
Verifying : wireshark-1:2.6.2
Verifying : wireshark-cli-1:2
Verifying : Xcb-util-image-0.
Verifying : Xcb-util-keysyms-
Verifying : Xcb-util-renderut
Verifying : XCb-util-wm-0.4.1
Verifying : libatomic-8.4.1-1
Verifying : pcre2-utfl6-10.32

Installed products updated.

Installed:
libatomic-8.4.1-1.el18.x86 64
openal-soft-1.18.2-7.el8.x86 64
qt5-qtbase-5.12.5-8.el18.x86 64
qt5-qtbase-gui-5.12.5-8.el18.x86 64
gt5-qtmultimedia-5.12.5-1.el18.x86 64
wireshark-cli-1:2.6.2-12.el8.x86 64
xcb-util-keysyms-0.4.0-7.el8.x86 64
xcb-util-wm-0.4.1-12.e18.x86 64

Complete!
[root@localhost ~]# tshark

Aug 20 15:46 &

root@localhost:~

2-7.el8.x86 64

-8.e18.x86 64

-5.12.5-8.el8.noarch

12.5-8.e18.x86 64

-5.12.5-1.e18.x86 64

5.12.5-1.el18.x86 64

-12.e18.x86 64

.6.2-12.e18.x86 64

4.0-9.e18.x86 64 1
0.4.0-7.e18.x86 64 1
1i1-0.3.9-10.e18.x86 64 1
-12.e18.x86 64 1
.el8.x86 64 1
-2.e18.x86 64 1|

libsmi-©0.4.8-23.e18.x86 64
pcre2-utfl6-10.32-2.el8.x86 64
qt5-qtbase-common-5.12.5-8.el8.noarch
qt5-qtdeclarative-5.12.5-1.el18.x86 64
wireshark-1:2.6.2-12.el18.x86 64
xcb-util-image-0.4.0-9.e18.x86 64
xcb-util-renderutil-0.3.9-10.e18.x86 64
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% Activities Terminal = Aug 20 15:57 S [F -
=] root@localhost:~ X

File Edit View Search Terminal Help

349 339.668418938 fe80::e735:8bec:690c:4187 - fe80::2631:54ff:fe68:70f4 ICMPv6 78 Neil
ghbor Advertisement fe80::e735:8bec:690c:4187 (sol)
350 339.974556355 ZyxelCom fa:ac:29 - Broadcast 0x8899 60 Realtek Layer 2 Protocol

S
351 340.487973981 fe80::1c5c:f4bb:d6d6:20cl - ff02::16 ICMPv6 130 Multicast Liste
ner Report Message v2

352 340.895518842 fe80::2631:54ff:fe68:70f4 - ff02::1:fff9:4ab4 ICMPv6 86 Neighbor So
licitation for fe80::8813:9862:8df9:4ab4 from 24:31:54:68:70: T4

353 342.022090241 ZyxelCom fa:ac:29 - Broadcast 0x8899 60 Realtek Layer 2 Protocol
S

354 342.968205670 fe80::2631:54ff:fe68:70f4 - ff02::1:fff9:4ab4 ICMPv6 86 Neighbor So
licitation for 2404:0:802d:883d:8813:9862:8df9:4ab4 from 24:31:54:68:70:14

355 343.968480025 ZyxelCom fa:ac:29 - Broadcast Ox8899 60 Realtek Layer 2 Protocol
5

356 344.070021145 fe80::2631:54ff:fe68:70f4 - ff02::1:fff9:4ab4 ICMPv6 86 Neighbor So
licitation for fd24:3154:6870:T400:8813:9862:8df9:4ab4 from 24:31:54:68:70:T14

357 344.070097134 fe80::2631:54ff:fe68:70f4 - ff02::1:ff43:5484 ICMPv6 86 Neighbor So
licitation for fd24:3154:6870:7T400:4d44:4b0c:2043:5484 from 24:31:54:68:70:14

358 344.070103630 fe80::2631:54ff:fe68:70f4 - ff02::1:ff0c:4187 ICMPv6 86 Neighbor So
licitation for fe80::e735:8bec:690c:4187 from 24:31:54:68:70:T4

359 344.070166279 fe80::e735:8bec:690c:4187 ~» Te80::2631:54ff:fe68:70f4 ICMPv6 86 Nei
ghbor Advertisement fe80::e735:8bec:690c:4187 (sol, ovr) is at 08:00:27:bb:85:f3

360 344.070205521 fe80::2631:54ff:fe68:70f4 - ff02::1:ff97:c77b ICMPv6 86 Neighbor So
licitation for 2404:0:802d:883d:a461:d2d8:1f97:c77b from 24:31:54:68:70: T4

361 344.070232954 2404:0:802d:883d:a461:d2d8:1f97:c77b - fe80::2631:54ff:fe68:70f4 IC
M\Pv6 86 Neighbor Advertisement 2404:0:802d:883d:a461:d2d8:1f97:c77b (sol, ovr) is at 08
t8B:27:bh:B85:13




= IR MAC BY4CEE

ICMPv6 Type 135  #B/EE5°K NS - Neighbor Solicitation

ICMPv6 Type 136 #B/E225 NA - Neighbor Advertisement



Tshark #0fa] FNig<

Linux tshark#llEXtypel35 - 13636<

tshark -i enp0s3 -w /root/ICMP.pcap -f "icmp6[icmptype]==135 || icmp6[icmptype]==136"

-i IRERSEMNEF
W REEREKEINER
-f "R IR



g{o]sE B tshark RUTE3E

tshark -r ICMPpcap -T fields -e eth.src

- e

-T fields Lﬂﬁaﬁﬁm?’iﬂﬁaﬁm

-e I RN S
-e Icmpvb.type
-e eth.src

-e icmpv6.nd.na.target_address
-e icmpv6.nd.ns.target_address
-e Icmpvb6.opt



20fE— . BEEFE T Router &

Trunk Vlan all
Router/Firewall Tshark

Switch Switch Switch Switch

Vlan3 ~ Vlan4 Vlan5 ~ Vlan6 Vlan7 ~ Vlan8 Vlan9 ~ Vlan10
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20fE_ . A—TEETE router L

Router/Firewall

Switch Switch Switch Switch

Vlan3 ~ Vlan4 Vlan5 ~ Vlan6 Vlan7 ~ Vlan8

Trunk Vlan all
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201 — . AL Y Router

Trunk Vian all

Router/Firewall |l Router/Firewall

Trunk Vlan all

Switch Switch Switch Switch

Vian3 Vlan4 Vlan5 Vlan6
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2251 . BrMEELL /Y Router

Trunk Vlan all

trunk vlan5 & vlané
Tshark Router/Firewall

Router/Firewall

Switch Switch

Vlan3 Vlan4 Switch Switch

Vlan5 Vlan6 88
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ICMP V.S. SNMP
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