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Name | State

@ tdvs-104052001 - 163.22.17.148 Powered On
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taotie.ncnu.edu.tw

| ProvisionedSpace, Used Space

| Host CPU - MHz | Host Mem -MB | Guest Mem-% |

40.00 GB 26.77 GB 2878 N 4126 W 14 T
(B tdvs-104052003 - 163.22.17.150 Powered On bixi.ncnu.edu.tw 40.99 GB 10.70 GB 0 1433 il 0
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| Threat/Content Name D
1 Session Limit Event 8301
2 | DMNS AMY Queries Brute-force DOS Attack 40033
3 | MetBIOS nbtstat query 31707
4 | Unknown 15000
5 | Sipvidous.Gen User-Agent Traffic 13272
6 | DGA NXDOMAIM response Found 40040
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3 | Morto RDP Request Traffic [&] Melnare.DIS_torg- Transaction - 13274
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[[] Win.Trojan.Sosphrish | Win. Trojan. Soaphrish Transaction
[E] win.Trojan.Mudrop Win. Trojan. Mudrop Transaction
[ win.Trojan. Jadtre BLACKLIST DNS Transaction




IEH (R E) A8  BoiE Hit | 45
B AR OERBREL 1 9 19
R ADSL (1)
2R () 1 1 EmAE
JEE10M (AR ) 2 2PHEST - BAMH
= P
KEBET - East miRed CESE
—Be%  hBsY  FRXBE
JEE100M (R) 7 15/ Efth :
BT - S RBBRWEKEDEL  ZBRDER
KEDER - KEAMERTRMOES - MO ER
ANF DR ~ LS
Hfh20M 1 & ARERMTLAES
BRI DL R IR A /0




EX %y

?.r'il_,

P o K 1 = i o
e nomEmc k- |BEEOR  iormmm: s
BREN el . 5 0 BESM () TimEise - 0.46/NF -
2 (3) SIS ERFEL © 2.00/N\EF o (3) 0.46

|

34 (DETIEES  Off - 3L (DETTESEC OfF -
ERSE  (QFETEEE OfF D Eggiigﬁﬁi | gﬁf% o
(3) P BB, © /NG - B O/

{'— s — ————

H R TR 2.0\ R R TR 0.47/NES
—_— BT B BT R AR 5 100% 15

I'



158 Lﬁﬁfhﬁ%i‘*zﬁﬁl‘:‘ BYSERVENE R
%Fﬁ‘ 100 % - (EE%Q%%B:HK’\:“ZE BIEMRIEFRIR R H)

ZIKZJ’QEEZ?% AR APLBMEEGR - BEEREER
SEm) - BIEABRIE; ?%1349@1?255@*—%

2. BABERMERZETEHANTSIA
(1) 2 EFTEREAUREK? w2 0h
%f:.\ SZEK? mE Oh

%E’é‘ IRARL . 48

 FHERRE

i- E.I]E.I]EIJ-'I- /\/\/ thi_lg—( w% °

16




BRBWMZBER - BE ERAELZSHERNE R
2 HEENSMSEMEE 24t

3.EME L HIREEEH I E

4 BB REBUEHEEZEZ

5.5 #4858 B A R PR HERR

6.7% = R E BRI K B e

7 IRAEREN I E) &S5 I8 8 A48 & [

BT EREITE AT EHATERE

OB SH B ETEL R ERNEBITEFFEHRS

10. Bt AR RIS RS 18

17




AR #5 B

VY RHEEXRBEVMEHRREESER ARG
‘// iﬁ%1;t]géjj§%;%%§332}§§lur]ﬁ?z tﬂ11%EIJE§fE§§ Faﬁ
v REBRARABT/)N\HEZEE
A 7 MmN EREUEZBIWEE
Standard shel interperters won't convert the octal to asci. However, busybox | S
does: F Frame 1: 103 bytes on wire (824 bits), 103 bytes captured (8
H Ethernet II, Src: JuniperN_58:fb:c0 (7¥8:19:f7:58:fb:c0), Dst
F Internet Protocol Version 4, Src: r
H Transmission Control Protocol, Src Port: 49615 (49615), Dst
5 echo —& "W147%141%171%146%147%164" H Telnet

% busybox echo -e "%147%141%171%148%147%164"

gayigt

The commands supported by the bot are as follows:

il
2015111115 01:59:44 MALVWARE-CHC Linux.Backdoor.Flooder outbound telnet connection attempt
2015111115 01:59:46 MALVWARE-CHC Linux.Backdoor.Flooder outbound telnet connection attempt
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