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Å ׄԓП Ӑ Ὑ 

Åњ ׄԓ Ṯ  

Å Ғ Ṯ  

Å ῂӻЏ Ṯ  

ÅQ&A 
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ׄԓП Ӑ Ὑ 
Ӗ 

Diamond  Liu 
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ⅎḃ ᾼѻ  

Program  

 

System 

 

User 
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ṓ ׄṮ Ӑ῀  
њ  

ᴞṝ ♂ 

ῂ  

ׄ  

І Ԉ 

ῂӻЏ  

USB 

ׄ  

ῂ  
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ῂӻЏ  
Ӝ ה  

Å ῂӻЏ : Ғ Ϣ █ Ȳậ Ϣ‒ԉ∟Ȳ
ᴩ ᾼ ḃ ᴩⱢȴ І ԈᾼѠהȲ Ɫ

ɦ І ԈῂӻЏ ɧ 

 

Å ῂӻЏ ȲҠ ᾼḃ Ѡה 

Å І Ԉᶈ  Ԉ (  Ԉ) 

Å Ԉв Ḗ URL ᵿ(ϯ ) 

Å Ԉ ᵶҠ ᴩ ה (JavScript) 

Å ѱ Ἠ╥њ ѱ ѱ 

Å ‍ỪѠ ϯ ( ) 
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( ) 

 
 

URL  
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њ ׄԓ Ṯ  
Ӗ 

Diamond  Liu 
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Androidњ Ȳ ὔ ḃ  
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₤AndroidṆ Ȳ ὔ  

Åḕ 10 ּה Ϛ ᾼ Android ӣ  ȴה

Å20175דѣᾼ  

Åԓ Ҭ4.9%צᾼAndroid с Android 7.0Ȳᴖ Ṇ Б
ᵉϠ8 ֵѣȴ 

Åс ẞAndroid 6.0ᾼњ Ȳ31.2%ȴ 

Å Ὼ32%ᾼњ ṿӣAndroid 5.0 ( ♂−ֵ)ȴ 

Å20% ᴩAndroid 4.4ѿϯᾼᾪӐ ( ὔ ╬ ◖)ȴ 

ÅḥצḆ ẞ ᾼAndroidᾪӐȲѻ ֪  

Åњ  OEM Л ẁ ᾼAndroidṆ Ḇ ȴ 

ÅЄ ињ ӣ Ȳѻה ҏ ֯‍GoogleỪѠ
ᾼ ϮѠ ӣ ἇȴ 
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Androidњ  ᾼ Ҡ ᴩ  APK  
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њ  ֢ Ѡה 
¸њ  (вᵶ ᵿURL )  

Å ӣ ȳᶶ ȳֻх  ȼ 

Å ɦϱװ ѱȲᵃЛֻ֯Ҡ Ⱥɧ ȳ ɦ ὁᾼ╥ᵃ ȹɧȳɦậ
ќҀ ɧȳɦᶶ ן ɧȼ 
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ӣњ - , Ὠé 
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Ȳה ậњ  

Å ɞ ᵓ ɟ ṛ‒ӣқ ! 

Å֯ӣљׄ њ Ȳһ ḖҔ╗ Ϣȳњ
цѝֿ ậ׀ Ȳ ױ ȴ 

Å Ḗ Ȳ һ ᴞА Ӕᾼ ӱȲ
Ϸṿ ӣљ ẫ һḆⱢᵺ ȴ 

Åӣљׄ ᶙכ Ȳ ҏ ᴿGoogle Playᾼ Ϥ
Ȳ Ḗӣљ Ϥ‒ӣқ Ȳᴖѹ ᾎ ȴ

һ ẞ ‒ӣқȲҔ╗ ‒ӣқ(VisaἨ
Mastercard)ȲṳṿӣLuhn ᾎ ▲‒ӣқ
ȴ 

ÅֽὨ Ϥ ‒ӣқȲһ ӱ ȴ 
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ׄ њ App ᾼ  
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ׄ њ App ᾼ  
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ׄ њ App ᾼ  

њ  App ?! 

 

ׄ ȳּרᴜ ȳ ד
ȳ ѱ ȳ é 

ֵ ? 

 

Ҕ╗ᶺ ᾼ ӣ נּה ȳṿӣ῏
ṝԌȳ é 

Copyright (c) 2010-2017 @ Diamond Liu Ӗ 20 



2016-М Є - ׄԓᾎ 
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2016-М Є - ׄԓᾎ 
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Ẃ  

1. APK Ȳ╥AndroidᾼҠ ᴩ ПϚȴ  APKἨapk 
Ȳ╥֚ ᾼњ ᴩⱢȴ 

2. Л ׄ ẃ ЛὙᾼ ╥ȲἨה ȴ 

3. ₤Androidњ (5.0ѿ›ᾼᾪӐ)Ȳ ὔ כ ⅎϤ–ȴ 

4. ԌȲᴟюḕ2 ѣ ᴩϚװȴ 

5. █ṷAppȲ ᴿ ᴩⱢ )ה ֵᾼ ᵂ )ȴ 

6. М Є ╜ἈȲ2016Б ׄԓᾎȲҒ ȴ 
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Ғ Ṯ  
Ӗ 

Diamond  Liu 
dmliu99999@hotmail.com 



Ϥ–( , ) 
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Ȳ Ғ  

І ԈȲ  Ȳ (ϯ )  
( ╥ (ה  
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Ȳ Ғ  

ⅎ ᾼ  ה

ԈϢ , ἡἡᾼ!  
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Ȳ Ғ  
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Ȳ ? 

Њї!!  ╥ ⅎὍ ᾼҒ ◖ 
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Ȳ Ғ  
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₤Ғ ◖ Ẃ 

Åױ ◖ ֯ ϱ ӱϚ  10 и ᾼ Ȳḕװ 
10 и ϚẞȲ ᵔ ắ ῏Ϛ Ғ ᾼ ȴ 

Åױ ◖╥ Ӧ ╬ȲἨ╥ӦẔ҃ ה ϤṆ
МȲắ ῏Ҡ ѝἨᾎѝЮ ȴ 

Å ԒȲ ◖ ᴞА ϚԌẞṆ ϱȲ ∟֯Ṇ
М ҒϚ ứ Ṇ ֯ ᴞ ᴩ ◖ṳ
Ғ ᶧȴ 

Å Ғ ᾼ ֤ Ӓ ֵϠɦ.leleleɧ ֤ȴ 

Å Ṇכ▲ ПҵȲFrench Lockerױ ϱ╥ᵡצϯԝ ᴩ ᶧ
( ProcesshackerȳTaskmgrȳWiresharkȳChromeȳFirefoxȳ
Skype )Ӕ֯ ᴩéȴ 
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₤Ғ ◖ Ẃ 

Copyright (c) 2010-2017 @ Diamond Liu Ӗ 33 



Google Ȳ ╬ ◖ 

Å ⱢɦMoleɧ( ) ᾼ CryptoMix ◖Ȳһ ᵓӣ 
Google Doc ẃ ╬ắ  Ȳү ӭ›Ϸ ҏắ
Ẃȴ 

Åױ ◖╥ Ӧệᶃ Ԉ ӁȲ Ẃ╥ רּ  ᶝᾼ֤
Ȳвᵶ ᵿ (  Microsoft Office ϤЀ )Ȳ

╓ӱṿӣ῏Ȳ █ ┬ ẃϯ Ἤ ᾼҵ аԈ(ֿ₤
Ἠ╥Adobe/JavaḆ )ȴ 

Åһ ϯ ◖ ẞ Ṇ ȲẔ Ӕ ╥  Google 
Docs ᵿȲ ᵿḕ Ӑ Л֝ȴḕ ⅎϱ Ϛ
ᾼ Ӑ Ȳ ӢϚ ᾼ ᵿȴ 
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ה2ּ֯ вȲ 2῏ ? 

http://www.microsoft.com 
http://www.rnicrosoft.com 

http://www.microsoft.com 

http://www.rnicrosoft.com 
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ה2ּ֯ вȲ 2῏ ? 
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ה2ּ֯ вȲ 2῏ ? 

Copyright (c) 2010-2017 @ Diamond Liu Ӗ 37 



и ? 
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◖ ṿӣᾼ  

1. iPhoneМ ῀ 

2. ῏Ḗ ‒( ῶ ) 

3.   ᾼ І Ԉ 

4.   Chrome, Facebook ế PayPal І Ԉ 

5.   Microsoft, Adobe, Java ᾼḆ ῀ 

6. Ȳ Ḗׄ ֿ₤ 
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Ẃ  
Å ȲЛ UAC ӭ! 

ÅҒ ◖ Ɫ֢כ Ḗ, ׄ ȳḆ ȳה Ғֿ₤ é 

Å֪XPБ ЛԛḆ / Ṇ ȲἬѿXP ᾎ Ṇ иὂ ◖Ϥ–ȴ 

Å ṓ ╬ ᾼ : 

Å ᾪJava ȴ 

Å ᾪAdobe PDF Reader, Ἠ╥ ᾪAdobe Flash Player ȴ 

Åḥצ Windows UpdateḆ  

Åᴟюḕ2 ѣȲ Ԍ( ֮ Ԍ, ҫҵϚ ֮Ѡ)ȴ 

Å3-2-1 Ԍ ⁄ȸ 

Å3 Ԍ Ԍ  (1Ԍ, 3 כ׀ Ԍ) 

Å2  Л֝ ׀  ( Ԍ, USB Ԍ, ԏ Ԍ, é) 

Å1  Л֝ᾼ׀Ὅ֮  ( е⅍, ,é) 
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Ẕ҃ ⅎḃ П Ẃ  
Ӗ 
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(Ϛ) ȸ1024דѣȴ 

(ϡ) Ӧȸ ’ᶝὑ4ѣ26ѡ ЛᾎԌІ ӣצ ’ᶝҖ ֤
ԈȲ Ϣ М◖∟Ȳ ⅎ ȳכ ậ Ϣ вἬצ ȴ 

(Ϯ)њᾎȸѿAPT І Ԉњᾎ Ӂ( Gh0st)  ȴה
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Ӝ ∟ῶӱ ῴ
ϱ ậ Ἠ҃

Ϣ╓ứПМЊԍ еҨ
 Ἠ Ϣ

ᵶ Пה І ԈȲ
Ӧὑ І Ԉѻ ҏ
Ѡở֤ȲֵҙЛ צ
҃ ṳᾃϤה
∟  !ғכה  
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ᾼ ( Ṇ )  
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