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& Wana Decrypilr 2.0

Ooops, your files have been encrypted!

BEREEH T TEME?

EH—BEETARRNERET .

A, B, TE. BEA. BHE, BT, exeXfE, BRHFEEUEG

THEFWMET, FEETEEERTH.

EH—REAEREEAEENEL. CATEREEEERE OIS, R
Payment will be raised on | (TR ACE ANl R Mt T el vl et e

1/4/1970 08:00:00 ﬁ?ﬁﬁ'ﬂfﬁ]ﬁ@ﬁ:ﬁ H{Jﬁm o
Time Left EFERNREMNGFE. REEAFRMMEEREFFIERE. FRARER, g
e T2 FWATmERTS.
il Ee, WMTeEEIEIAMAHE,
rA e ™ <Decrypt> HiH, BWLHRERE—-ExE . FEML, F2ETE
Your files will be lost on RIEHT -
EREERE2T 2w, FEMNITEEH.
1/8/1970 08:00:00 EmbERFE A LB F TR, Py WmEMNE, EHATE, HEMFEMRER
FE-TF .
IR SAMERER. AT =2X8H/MTHE.
=H, ~HEFLIARTRE, SEXERETT.
HT, BETERE, UFERFEL EREHEMAFTNEL, TEEERERE,. ETEHR v

. ) ) Send $600 worth of bitcoin to this address:
A bout bitcoin b l t c o ' n

I primeniiyis [ 12t9YDP gwueZINyMgw519p7AABis|rESMw
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Androids Y A

New Android malware samples
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£ AndroidN Y A U

e 10n ¢ A Android nm nj
20171 56 A N
TX 49%A Android ¢ Android7.0Y ~ N B
¢ 981, b}

c B Android6.A b Y 31.2%
Q32%AH®w Vv n Android5.0( ¢ - )]
20% P Android 4.4t AQA (A0 <))
hxB B3 A AndroidQA Y o ~ |
Ho OEM n w A AndroidN B |

€ Um m nYo~  p 1 GoogldsCo
A TCOR &)
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{HEa +886 922-550-708 i il C e &
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Search Mp3

LrepRREET R Bii. see You Again Free
Mp3 Download

Mobile Content

R - See You Again FXHRERE [In
taRHEE 7 A ] MR - BR original
by Wiz Khalifa (JERIC CHINESE

COVER)

» Play Mp3
Wiz Khalifa - See You Again ft. Charlie

Puth ¢IreésREZET Furious 7) R Ef
lSee You Again RHEBE R, DEXFE

.h.
.~~
*

A EEBRENERIEGHREELHNE X
B, MERYE 14659798513256.apk
0% ?
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Super Mario Run

Do you w mt to install this application? It
will get access to:

modify system settings

read your contacts

' =

directly call phone numbers
® this may cost you money

read device state and identity

ﬂ read your text messages (SMS or MMS)
receive text messages (SMS)
send and vie
& this may cost you money
CANCEL INSTALL
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H AppP A

2 Photo Editor - InstaMag @ PIP Camera Effect
RE FYEENEERE RETYIEBNFEE
Lo IRV YE S CE Y, ot v BN HAR/BHE/RER v
‘VA
€  WiFiEgEm v
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T T - "1\ PIP Collage Maker
FE TIIEE M7

557

e & =Gk %l v
VT Wt B HaR/ SR/ N
EL oy o v
Wi-Fi 423530 € WiFi EgE v
S8 D AIBIEE [ == DfmEEEa v

Google Play Google Play
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BloombergTechnology W China Adopts Cybersecurity Law Despite Foreign Opposition

China Adopts Cybersecurity

b =i

Law Despite Foreign™ =~ -
Opposition

Bloomberg News
2016F11B73 T5 01:33 TST Updated on 201611875 T4 04:56 TST

— Law takes effect in 2017 and imposes certification requirement

— Foreign tech firms worry it will shut them out of the market

China has green-lit a sweeping and controversial law that may grant Beijing
unprecedented access to foreign companies’ technology and hamstring their operations

in the world’s second-laigest economy.

Copyright (c) 2012017 @ Diamond Liu  E
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BloombergTechnology W China Adopts Cybersecurity Law Despite Foreign Opposition

The requirement on certification could mean technology companies will be asked to
provide source code, encryption or other critical intellectual property for review by
security authorities. This is something Microsoft already does with its software, under
controlled conditions.

| —

The law also requires business info and data on Chinese citizens gathered within the
country to be kept on domestic servers and not be transferred abroad without
permission. That last condition hampers the operations of multinationals accustomed

to a global Internet computing environment.

—

“A number of IT companies have really serious concerns. We don’t want to see barriers
put up,” U.S. Deputy Secretary of Commerce Bruce Andrews told reporters during an
October visit to Beijing. “Cross-border data flow has become increasingly important to
trade and to companies in the way they operate every day.”
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Wi-FilE BWPA2IIZEEE AR - Android BFEEERERE | BluRHK
https://www_bnext.com tw/article/46565/wifi-found-vulnerability-on-wpa2 ~

20175108170 - AASEEANESABWI-FIERIERE » REERWPA2INZESESMAE
HoEETHEE - GZIWE - AppleZ AT BHEAFRTCEEERR

[WPA2RE ] MEE#HZF EFEEF0SEANdroidiz EE#E- UNWIRE.HK
https:/funwire_hk/2017/10/17/wpaZ2krackpatch/tech-secure/ ¥
2017108178 - Wi-Fi HRRIMZBRMTWPA2 ( Wi-Fi Protected Access Il ) #E8IREERE » SR E

"KRACK , LE » FENFEZFRAE—FIFE - MWi-Fi F/HBEEL

ZEEBEFZEE : Wi-Fi "WPA2 ., BEERE  Android EERE&EIE ...

3¢ ltn.com tw/news/31694 ~

2017108170 - B 78 » HRWPA2 sEMMZRAPERETEaNER  SEEMNATIIERRE
SERETELIEARAPENNLS  AB—BWPA2 {RERHRAE |

[Wi-FiINZ REEE ] £IKEN0EREEM | 14[EQA 7 BWPA2FTRE ..

https:/fwww_ithome.com.tw/news/117511 ~
2017FE10A17H - 8Windows - Linux » iOSFAndroid FEREEESZEE  KRACKSs ( Key
Reinstallation AttaCKs ) E—%5IWPA2IZERARERE - WPA2E ..

Wi-Fi WPAZ2 security cracked: Android & Linux most vulnerable, but ...
https://9to5mac.com/2017/10/16/wifi-wpa2-hacked/ v El=ZEEEE
2017510816 H - Update: Apple says the security vulnerability has been fixed in the beta versions of
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All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

The "HoeflerText" font wasn't found.

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the
error and display the text, you have to update the "Chrome Font Pack".

Manufacturer:  Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89
Latest version: Chrome Font Pack 57.2.5284.21

https:/fspora.stare »

Personal Area

/(L) Flash Phogin xv'u-,_ REET-ERARR X‘V LB, viewsourcewwndbe, X V'\‘ Adcbe «FlashPlayer X \\ |

= : o i what happened?
&« C O  © wwaw2beynycom/indexpl Hp
e L4

1. Onlywe can restore your files.

Your files have benn modified using RSA-1024 algorithim. Reverse recovery process is
called decryption. This requires vour unigue key. It is impossible to find it somewhere or
"hack!.
2. Do notturn o intermediaries!

All recavery keys are securely stared on our servers, therefore, if somebody will sayvou,
This site works best with Adobe Flash Player version 23 or later that he could "restore” vour data without the key, inthe best case, he firsthy buys the key at

us, and then he resell it to vou at a8 premium
Currently instabed version: 21.0.0.182 PPAPI (Chrome, Windows)

Another gquestions? E-mail Us » adminig@spora.bz
Outdated Fash Player may cause some content 1o be displayed incorrectly, Adobe . > aumingsp
recommends thal you always nstal the [atest updates.

e “Updale mow™ Dutn

W AY
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Re: Payment Report ¥ ox

F#E:  Alipay (merchant@aslipay.com) Microsoft SmartScreen £EHE
HrRESEEE -

FHHE: 2016557160 £ 11:31:23

WEE - dmliue9e99@hotmail.com

Microsoft SmartScreen B IEFESELSIESE  TRTFE0E -
SHEFEMEE | | #AEE - FREST

Google Drive
User used Google drive to share a Business Article with you |

View — Download

2016_Virus_fmEE_SCANOO1pdf.scr AE# & -
BolgEgEETaEE -
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22 QOutlook

v S EE|v = E v EE £3l v
A TR Outlook.com <asyloanhousccc@myfairpoint.net>
WEE 4827 PR TRESISS Ss<
SN
= ~o
57 S.o
= Microsoft account = ™= wmo Sso
218 2 oy ~
e SS
U | . . I I -----~~ ~~N
nusual sign-in activity ~=——— =
48 I ol TG

K

Archive
Spambox

Unwanted

i
%
K

We've detected something unusual about a recent sign-in to the Microsoft account

. To help keep you safe, we've required an extra security challenge.

You have accessed your account from different locations.

To avoid permanent closure of your email account, please Click Here to sign into your account again.

Please review your recent activity and we'll help you take corrective action.

Review recent activity

! . o
To opt out or change where you receive security notxflcattcﬂwﬂﬁhi:re.

-~
S~ao
S
Sy

Thanks,

-~y
~~o
N
S
S
2 ~ -~
Microsoftaccount team ~

vy
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G BIIRE AL Bk 480

BEE DG ESS ilmiotimbro.be FEZH—LERNE « fINZEHENEHBA
il (BEEE - EERBREHAREN) -

() B Google EERSGIZS S HHFADH - BRERE

ilmiotimbro.be/lib/SweetTooth/pest/examples/msn/Microsoft%20account.htm

ER A=A =l

Sign in to verify your

Google ZZ 2 EINRERITEE ilmiotimbro.be HEHIBIEIEERTS - 5
account

fth 8ok - FBULRERRAVE - BERGEE

Use your Microsoft account.
What's this?

2 - WEELERZEMERE - (DACLATEEEA

Email or phone |

| Password |

D Keep me signed in

Forgot my password

Sign in with a single-use code

Microsoft

Copyr



Windows s T BERED

 BESEAIEETE: Microsoft Windows

i I o 20 AF .
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NOT YOUR LANGUAGE? USE https://translate.goog

What happened to your files ?

All of your files were protected by a strong encryption with RSA4096
More information about the encryption keys using RSA4096 can be found
How did this happen ?

ic and private.
111 Specially for your PC was generated personal RSA4096 Key , both publ
ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.

111 Decrypting of your files is only possible with the help of the private key and decrypt program , which is on our Secret Server
Whatdo Ido?

restore data way
So,:herearetwomy'youunchoooe:mitforamlndeandgetyonrpdudwbhd,orlhrtobhlnlnglﬂ@ﬂllﬂl,m' your easy
1f You have really valuable data, you better not waste your time, benm.ﬂmhnooﬁnrwlymmtmr payment

Your personal ID:

For momspodﬁcumplo.uvldtyourpoua\dho-nmﬂnmanafmdm«mm“pdmwmrmm
1 - http://6kivjogtkmofnyaq.onion.to

2- http:// skiujogtkmofnyaq.onion.cab
3- http:// skiujogtkmofnyaq.onion.city

lffwmm&.“muﬂwdhﬂqfoﬂwmm:

1 - Download and install tor-browser: m:l/m.lepfojmlurbrm.hwm
2 - After a successful installation, run the browser

3 - Type in the address bar - http:// lklu)ogtkmofnyoq.onlon
4 - Follow the instructions on the site

Be wmmmmwmlmnwwyowmpﬁmwmm.
sure

'V 1EuvEAvE I privave Key ang cen"ypr?on program A
any decrypted folder - inside there is the special file (*_HELP_HELP
P with complete instructions how to decrypt your files
Woiix % B4, - PO T
If you cannot find any (*_HELP_HELP_HELP_*) file at
follow the instructions below: X
i 1 R A &L, 2 b R
Download “Tor Browser” from https://www.torproject. rg/ and ins
S 2. In the "Tor Browser" o your personal page her
http://hjhgmbxyinislkkt.onion/566D-131A-136C-0502-C71F

= 3 2
“Tor Browser" only.
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( Processhackgr Taskmgy Wiresharly Chro
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Toutes les 10 minutes, un fichiers sera suppimé | Locked
Temps avant le prochain fichier

Your computer had been locked

5 4 9 s All your files have been encrypted. To unlock your computer and recover access to youri 0 you must pay.

loading

Step 1 : Goto hitps://wvw coinbase.com/signup

Step 2: Create and follow instructions on page

Step 3 : Go in section "Buy bitcoins" then buy enough coins

Step 4: Go in section "Send" and send the amount of bitcoin to the address above
Step 5: Click on the button "Verify" and the virus will disappear

0 fichiés supprimés

Check

If you try to avoid the lock, all your files will be deleted
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t h Molef) () A CryptoMix «Yh 2>n
Google Doc W ﬁIF A Yy 3>PbP pa
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N 7 Oég JU XY Wqp 2 s A

YB2Z ©® Microsoft OfflceCJE )Y
ryvn©yY 1+ wt "H Am alJu( £

Hqr Adobe/Java )8
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-} Microsoft Taiwan Corporation o= i¥r - Mozilla Firefox

2" ) ?

-J Microsoft Taiwan Corporation o5i=m¥x - Mozilla Firefox

BRE REE WHY ELE FEE IBED HEMD

BxE RED WwHY EEE FEQ IEDO =HEE

- () - @] 5 4@| | httprderen, microsoft.com/taiwan/

« (B ~ @] % 4@| | httprifwrwr rnicrosoft.comftaiwan

GBS ... L. O HSEEF. EWEEE. E

C et . (LR, O HEEF. [ meRE.

Taiwan

Microsoft

ERNHELER | HARY | EEFHE | #S | EFEEPC

EEEF

Windows
Office
Servers

Developer Tools

Business Solution

Taiwan

Micresoft

SERIELEN | MPEGE | BERFHZE | 8RS | ZREBETL

EEFF Microsoft

Windows
Office
Servers

Developer Tools

http://wwwmicrosoft.com
http://www/rnicrosoft.com
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75§ HidiT ACIHEY: - Windows Internet Explorer I S | bR A CIHFL, - Windows Internet Exploter
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© IEEER

."ﬁ_h T HtERTT A C13%L - Windows Internet Explorer
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.‘r; L HhER T A C#SL - Windows Internet Explorer
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] 2010-02-22 _diguapinggao@gmail.com_Taiwan 2010_Taiwan 2010.doc

|| 2010-02-23 _tony_tseng@gmail.com_[EE RE |&EF!_ER(I1Z). bmp.rar
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