SR ABIEA A
i l..ﬂi’tn.,ﬁ‘”‘ NS 1I:H—;1Jc

e
s 2019/11/6 B » E HEIJ o

e, e
= o T —a el O ¢
PO e e =
o A g R
7_‘\;,- e 3% \ St ‘-\:f. & <
Ry &3 = B T e N, :

W RE N ‘ — N '
g e DS
= : B — - e
e " - ” o
u’f?/:z G = 5
,"/
ek

N-Partner
A 5B HE Robin Shih
Product Director

+886-935784086


mailto:rshih@npartnertech.com

Intelligent Information

Knowledge

@ IN-FPartier




Beer and Diaper

{ Troch

N -t | L .-:‘:‘ =

.,',
20049 ilsener

[ %

"
(‘-:J iN- P arter



I

N
//

PERzETR

i
HIt
o
nMH

-

@ iN-Fartner

N gm— .




A0 AR B8 O MR 4% 2% 52 bl 7% Bl B 1L 22 75 RV 45

g) - al'uier’



IT #4638 /Y = K3l

R BEfE A ZE(CPU/ Memory/Bandwidth)

e T Operation

[ iR B EEARAE(Up/Down)

= R oo ‘ ‘
BEEZSE ’
|
[ | 6672: PPS: PPS.TV Channel R
n 2011/07/25 ~ 201!/'07,’511‘?5!
- ,
[
[
[
4 .
[
NetFlow/sFlow .
[
L3/L4 Data .
=
MEFERD

1A/ ElProtocol B 12 Auto Learning l'lelp

e EUDDoS S K18
85T RE AR\ R
AR

¢ un

‘n 4;-' M”

Knows Efficiency

\ Control J

e

(E\-lent)/Audit/System Log&ih
E 1 (Event) Logic B ARERTTH
SRR ZINER

\ L7 (Application Layer) Data )

’..II-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“

“‘llllllllllllllllll

Fix and Recover K
L/ L
..lIIIIIIIIIIIIIIIIIIII“

*

6) iN- FPairtner






— S

N-Partner Coverage

N-Partner

* Big Data Correction
- Correlation
- Learning

/

@ IN-FPartier



ection

Dst Port  Session
4335

Dst I

Src IP Src Port

1633254652

2108117118 1024

112

Internet 7

163327856

1632813014 1942 1024

443

21061 248 233 47334 1024

443 16332161140

N GIVUU
- NOC+S0OC
- Central Management

- Global View and Individual Portal

Core Switch

Security

Wireless
Gateway

Office ;ﬁ g

Meeting®
Room ™

WEB
Server

Database

(Server Farm/OA)

- -
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IERR{ERY

Hostname="f5demo.bestcom.coom.tw",Slotld="0",errdefs_msgno="22282249",Entity="ACL_FORCE",Aggr
Interval="300",EOCTimestamp="1500459900",HitCount="1",ApplicationName="<Unassigned>",RuleNam
e="Allow_443",ContextType="Management ) ]
Port",Contextinfo="/Common/self_1",Action="Accept",VLAN="/Common/int_1",Policy="Aggregated",Sou
rcelp="210.71.213.29",SourcelpRouteDomain="0",SourcePort="35031",Destinationlp="192.168.10.145",D
estlnatlonIpRouteDomam="0",Dest|nat|onPort;"443",SaTransIat|onPool="Ag%regated",SaTransIatlonType
="None",Selflp=" _?\%,regated“,.SeIfRouteDomam=“0“,ServerIp="Agg.regated, erverRemoteRouteDomain
="0",SrcCountry="TW",SrcRegion="N/A",DstCountry="N/A",DstRegion="N/A",SrcUserName="Aggregate
d",DstUserName="No-Lookup"

IEMEE

= RIRIP iFEPort KR = IEER T HiRE 5 BruIP E#rYPort IEL:BE=E =820

Information Leakage, HTTP Parser Attack: HTTP

protocol compliance failed,lllegal method,lllegal HTTP 61.60.98.238 3700 TW 74.125.31.27 80 Google

status in response

Entity="ACL_FORCE", SaTranslationType="None" 210.71.213.29 35031 T™W 192.168.10.145 443 Home

BmEis RiRPortEZ 1 BaYPortEZHT Audit User B ERSIE BBE S8 AR AR SER FE& FA AR 75

us gmail-smtp-in.l.google.com 405 Network Event HTTP
Aggregated /Commony/self_1 Unassigned

REL Session Packets Bytes Protocol B RA ~ BRfE EHEIRE iR Policy ID ENE

1 o} o} 8] N/A 2017/07/19 22:00:59 f5 asm10.10.10.73 traffic Critical Permit

1 0 0 0 N/A 2017/07/19 22:00:59 F5LTM 10.10.10.56 Allow_443 Permit

HRIRERAZE BrfERZE IFEMAC BHIMAC Session ID NAT ZRIEIP NAT z&iEPort NAT HEIIP NAT BaYPort  RIEIPFREIZIRE/TE B nYIPFRIEZIAEE /7T

m REPORTER
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Geo,
User ID, Reputation,
Behavior AS#H# g ?  Interface

Event Source IP Destination IP Country Name. Packet Byte Username| Location
Mapping
192.168.1.222 168.95.1.1 ’ 60 4,260
192.168.1.33 8.8.8.8 251 203K
192.168.1.33 210.100.38.101 157 115K
192.168.2.88 210.71.213.25 19 3,822
192.168.2.88 121.2.15.177 4 617

| who L sehavior [ when BJ where
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S
DNS k’/oé, o®
W
DHCP i " I\{-Reporter N
Event Src IP Src User Source MAC Src Hndf‘ﬂame rclP Switci'u"Ft:rt

nexus.officeapps. live com 172102013 c

60:67:20:17-75:E4 ED-CM:'.Ic-caI

5752-F

dnl-09.geo kaspersky.com 172102013 1 [|eos720077584  eo-cA___ Jieca |

a7/52-F.

6L 3B:ES1F5CTS [l gl | Jiocal

5752-F..

content.cdnviber.com 172.1028.29 h

www.msftncsi.oom 10.163.17.76 sl |13 2027072004640
hfy.local PF1-PR_.

¢rimicrosoft.com 172.102.8.29 h GCABESIFSCTS DPHPﬁl |Il={al

) ME-| :GiﬂM g
www.microsoft.com 172102829 h

eCIBESIF5CTS DPHPE] Jlocal
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EEERE—

WM S Model ¢ WRHER & RE NE RIKBME S

,,,,, @ Global (56) A

g +0s P @) @O SUED 10.0.0.2 Win2kg AD Syslog :V[')”‘;DWS @ iigoym 7
- @ Tainan Juniper SRX [10.0.0.240] : (Raw) e
- : uniper
- € Tainan R[10.0.0.252] (@ wwWwEn 10.0.0.240 Juniper SRX Syslog — ® 0 14:52 [
- @ Tainan TP [10.0.0.251] @O ELED 1000251 | TP ysio Tippingpoi @ @ 21103721
® Tainan Win2k8 AD [10.0.0.2] 14:48
(@ wWwEn 10.0.0.252 R

m@ﬁﬁf v (1)
------ @ Bluecoat 172.16.3.171 [172.16.3.171]
,.....@gﬁ; 1 (6)
€@ Flow_10.111.111.254 [10.111.111.254] 100
- 3 R10.1.0.252 [10.1.0.252]
@ TP 10.1.0.251 [10.1.0.251]

Device CPU (%) (SNMP)

2018/10/22 01:10 ~2018/10/23 01:10 (time unit: 5mins)

23. Oct
Top 100 Byte Top 100 Session
2018/10/22 11:20 ~ 2017 2018/10/22 11:20 ~ 2018/10/22 11:24
N 1,.0.94%
A { ~ﬁ |
V=N == | 2,001
3,0.02%
4,0.01%
5,0.07%
6, 0.00%
2,3.92% 9:00 12:00 15:00 18:00 21:00 23. Oct
7,0.01%
3,3.78% \
other, 49.77% 8, 0.15% pps (Flow)
4.3.75% 9. 0.18% 01:10 ~ 2018/10/23 01:10 (time unit: Smins)
5,2.66%
© 10, 0.06%
6,2.19%
- 7,2.06%
- 8,1.93%
N 9, 1.83%
LY ]"60% other. 98.56% 09:00 12:00 15:00 18:00 21:00 23. Oct
, :
0 T | - — Packe Byte =
26.05G -
13.107.4.50 0 3.16K 17.96M ™y
m— :
[2] 163.19.209.149 0 13 2.81M ™
3.71G
3] 23.53.65.123 0 56 2.56M s
3.69G
163.28.224.230 0 32 2.58M |ha
. ]
2.61G y P
192.229.232.240 0 251 1.78M E “ r‘d‘ Ll ‘e‘
e Z—
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&Y' N-CLOUD

Topology

& =iinis
Mapping v
2018/10/23 00:49:17 | N/ ] oY, { 2%
— T~ i Rl =2
| A L
o 7 | ¥4
o — , . ‘/"
< 5 L2 /\ N PaloAlto
i NS
| %$b REEHE @ PaloAlto
s CPU
Memory

: Gisco SW

Interface up

1 » ’ ]
. _ . R
3 Cisco SW 3850 <-> @ Cisco coreSGS()W BETEURBE
ime unit: 5Smins;
sREEIEIA AR
NHSE

8/10/22 23:35 ~2018/10/23 23:35 (tim,

TTEEFARAR

38.15M
28.61M
=
2 19.07M
9.54M i
;%M A
0 :
04:00 08:00 12:00 16:00
i

23. Oct
ERBHABP L - Cisco SW 3850 to ERBHMAT L - 6807

— ERBIEPL - 6807 to EHRBEHAP O - Cisco SW 3850

I 40202020 =B -
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IERIMRTG- 8B E iR IR DT, =

Top 100 Byte
2018/09/04 00:00 ~ 2018/09/05 00:00
EEERZAEA 0 (IPv4/IPVE bps Report)

1,18.93%
2018/09/04 00:00 ~ 2018/09/05 00:00 (time unit: 5mi

715.26M
476.84M @
others, 40.05%
g
- _—— 2,847%
238.42M
. JJ"W\A
4. Sep 04:00 08:00 12:00 16:00 20:00 5. Se S5
3,7.76%
bps in
— bps out 10, 1.63%
9,1.79% » 4,5.79%
8, 3.03% 5, 5.46%
7,3.46% 6,3.62%
RiF 1P BB < Sessions % Packets & =
34.64G
=¥
RER/ 161.48K 2889V gy 18.93% %
; 15.494
2] HTE T 132.75K 14.15M  oum 5o [
— TG
a S2E/N 96.13K i ™
bps Line Report
2018/09/04 00:00 ~ 2018/09/05 00:00 586
sl =170\ 140.63K 119.21M e s |
bps: 94.22M
DI9G
EZHE/) 162.25K 95.37M 94M bpS |!
b3G
= S== 80.16K 71.53M P !
NO = KR IP < BrIP S B# Port 5 BRY IP BB < BME: <essions S Packets & Bytes & e
9.86G
10.100.157.26 172.217.24.10 TCP:443 Google us 41 6.79M
e
10.100.157.26 172.217.160.106 TCP:443 G | us 11 1.12M 1656
2] .100.157. .217.160. g oogle ! . - 1419% ™
s I — bec ther
SEEN 393.37K o  63% %




CCTVILIEAN A B EmsAE

Total Number: 122

Volume of traffic in

Network Name Sessions Packets Bytes
A
Home 275G 19.81G 19,546.44G Lt
Irag_Camp_Manager Office Area 69.29K 1.03M 937.36M g“.
| | | [—

Iraq_Camp Manager £ Network Name Home IPv4/IPv6 bE’S Report
2016/4/24 18:00 ~ 2016/4/28 18
Irag_Camp Office Ar%

6.00G
(——
Iraq_ 100 Byte
2016/4 231 00 ~2016/4/28 14:59 2016/04/28 08:00
Irag_V bps in : 3.30C O
2,14.0% bps out : 3.17G
Huav T
(3,21%
Qing 'I 4,0.6%
5,0.4%
Camp —  6.03% B 1200 AT 12-00 I8 Ao 1200
e ——— "\ 7.03%
///\ 8, 03% NO=  SrcIP Src Domain Sessions Packets Bytes
9,0.2%
10 0.2% 192168809 CCTV 99.03M 926.37M  1,25973G
1: Src IP:192.168.80.9, Src Domain:CCTV e
Byte:1,259.73G (78.84%) other, 2_8% - ) o
1016317648 Irag QCC_Server Virtualization System 153K 154.07M 22348G
1,78.8% 3 10163177248 OCC Phase II Server Virtualization 1.14M 2447M 342405
1016315154 Irag_QCC_Mail Server 550.11K 7.55M 1015G
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Top N
PIIIETES
DRI RR
ERHRR
RS
£ P EE

% Flow EER=
IME IR

Protocol

R

190.73M

95.37M

TEEESHEERNER (IPv4/IPV6 bps Report)

2018/10/23 00:00 ~ 2018/10/23 22:35 (time unit: 5mins)

e

WM\MWWM

23. Oct 04:00 08:00 12:00 16:00 20:00
ErEERT 2M 256.02M 284.27G 1.55M 200.09M 136.01G
CERESEERER 4.33M 281.6M 326.35G 3.52M 222.21M 70.51G
hrEEE 0.98M 120.15 Sther, 18.21% other, 21.93%

BAIr 7RI/ 609.6K 113.71 1,30.93%
BAT SRR 609.09K 10488 7"
BATISTEER/ 542.96K 98,521\ 8, 1.74% \ 0, 0.74%
AUEESH 1.72M 100.84 ’ . —— : - ‘>:
SR —Ea IR 695.11K 88.62N\ 5. 2.40% 7.1.75%
BorEEE S 657.5K 84M 4610w 652:‘:;
4, 5.76%

3,6.59% -

202.19.173.209
2] 3.107.4.50
B 202.169.175.71

202.169.173.210

31.13.87.52

2,27.78%

FEEE < B9 1P SR

CEEREESRR

{AEEEEEREE

EEETHRR

CHBREEERRRK

CAEEEEONEE

CEEREEERER

Sessions < !

Packets % |

273.74K

257.62K

106.07K

100,39K

3,6.26%

l_

2,26.47%

1.86G

1.67G

405.15M

375.22M

147.43M

131.8M

1,29.36%




=1L

B > . _ —_
EIJK |‘-'-'|'= = 1 > 3 + A= &5
E 3 £ -~ ) =] L\ T AaSs
Volume of trafific in Velurme of traffic out
1 Mapping Name Seasion/sed pps bps Session/sec Pps bps Alert Time = Flow
20600 25K 3 St FIVA ] Llak 77 930 2 f)
| Wil Server 138K 564K 22.3M 1.92K 542K 54.43M 2016/04/30 155500 ;"‘="". I
I_DMS Server 28,39 467K 2.22M 915 £.39K 73.39M 2016/04/30 15:55:00 | A
ouse Office Area 7.39
freless Q38 Network Name !%%‘PF;C EI"-E'Igi_l_lz%}t? Eu_?r;_lF:ua-:;.avaE bps Report
sifice area 1892 75M
2016/04,/30 15:55 Reser zoom
Wireless System Guest 138K bps in - 22.2M -
S o
Office Network System 25.22K L Lootelseketfl
Room308 365 = N i
NOs=  Mail From Mail To HitCount  Bytes Flow Chart J
i Mo
IE mai com sarav f.com 72 185.05M I - -
: S
mo teom TEST. com 40 164.08K M
: ~ . ! Ay
[Fuli om lin om 16 28.22K Chad
. Mo
gac Ealji] g .0om 16 39.13K -
hail fy.com A y.com 12 182 01M Dt
- I Hev
fed y.com ic com 10 93.83K =5
|T| selv om s f.com 10 2.35M ."'"="".
N johi reom FriLis com 8 1.88M g
[ i v
m ps_ £0m tri| L£om 8 833M Al
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BEREERVPNEIEEERE

PPs

CREHBAND HE)

30K
20K
10K
0
2 09:00
byte /packet
M <65 [H65-96

12:00 15:00 18:00

97-128 [ 1290-256 [ 257512 M >512

6024: DNS: NXDOMAIN Respofice
2010/09/24 11:02 ~ 12:02

Internet

142

12:02

RPN W EANPH W sehe |

NetFIow\\ e

sFlow

/

g
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B XKNERED- Fi

pPps

(-

[ BISEEENT )

byte/packet

<65 M 65-96 97-128

B

16538: TCP. OpenSSL ClientHello Message
16270: TLS: OpensSSL ChangeCipherSpec Reguest
16270: TLS: OpenSSL ChangeCipherSpec Request
16538: TCP: OpenSSL ClientHello Message

16270: TLS: OpenSSL ChangeCipherSpec Request
16538: TCP: OpenSSL ClientHello Message

16270: TLS: OpenSSL ChangeCipherSpec Roquest
16538; TCP; OpenSSL ClientHello Message

16270: TLS: OpenSSL ChangeCipherSpec Raquest

16538: TCP. OpenSSL ClientHello Message

FHP

121152177
121152177
121152177
121152177
121152177
121152177
121.15.2177
121152177
121152177

12115.2177

FHpPort

4885

4706

4706

5221
5221
5112

5112

l\ . \_,"‘./'\JU. \

//ﬁl' »

09:00 12:00
FRER e HfgPort BRIPERMK
CN 223 et
N 22 Bt
N 2WARRAE
CN 223
CN 223
CN 223
CN 223
CN 223
eN 23
CN 223

@ IN-Partier

zn
8s
79
36
36
11

1

w



3/9 11:03- ¢

Unigue IPs

200

150

100

50

10:10

11652 HTTP: Server 404 Error
2015/03/0910:03 ~11:03

10:20

R IPg

HIRR EServer 404 Error

B

11652:
11652:
11652
11652:
11652
11652
11652
11652:
11652:

11652:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

HTTP:

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

Server 404 Error

FHIP
61.220141.217
113.163.159.210
118163240108
220132130176
114.33.36.179
12211620832
61220141217
61222 59107
61.220141.217

125227123 333

2 2 2 2 2 2 2 2 2 2 ¢

0]
&

BEYIP

223.26.68.83
223.26.68.83
223.26.68.83
223 266827
223.26.68.83
223 26.68.83
223266827
223.26.68.83
223.26.68.38

2232668 83

EHRIPRE R B
hERTR 201
hEmETH 112
hiEmTH 38
hEmiTH 35
hERETE 31
hEmTH 31
hERTHE 26
hEmETH 26
hERTR 24
hEmiTH 23

- P&l‘[l']&l‘

o E—



HERBE -

3,2.4%

5 KB S SRR S — 414

Byte:262.47M (2.43%) 5, 1.0%

T R T By A BB ~ .06
/' > 7,0.5%
TR T By IR -*’”’fﬂﬂf\\&“*
NO=~ BHEE o “VSessiuns Packets Bytes Eid 4]
mA EHFﬁByZH =R ™ 252.22K 7.08M 7O 813G 3
H s 40865K 176M 2E 135G e
AT Byi H r 27.91K 23253K 2.43% 26247M fd
CN 479.33K T73.47K 1.42% 153.2aMm .’g".
gl\ ﬁB J?:I: W ﬁBHE f% Portﬁx%ﬁ 1,77.0% DE 24.09K 101.69K 1.03% 111M ]
. " UA 872K 51.14K 0.59% 63.55M é".
] ] = NL 21.01K 5B.87K 0.51% 55.04M é"’-
SMERIPH AN EZRISRERT —
FR 16.03K 49.77K 0.5% 54.37M i
A BV SN DR B PET
. RSN -
AELR L A EH B HFTby IP
- DNSiHt R =%
5k & A BERY T R T o
DNSZE 41 9MNET I P # 2 S k1T ROPt &=
bps Report
2017/3/4 18:15~2017/3/5 18:15 (time unit: 5mins) SSHERE
+IL B o 17
190.73M
2017/03/05 12:25 ) httpEhttpsi BT
95.37M RFERSEMARE: 13.6M f / ‘
a RERIFEEMBENTATE: 54.36M e
- ) —— Y AL 7.58M M——_— FENMBBEHDNSHRE S
Bttt RIS EERREIRE: 6.43M
23.37M SEEFSRTREE
09:00 10:00 11:00 12:00 13:00 14:00
REREBENRATRE v ’ t W REAELEMBATRARE |

Bt RS EARLIRE ~ v ) Bt RIFEE BT LIRER 13.4 g) - FPaluier



I

BRI rESIEE

bps Report
2017/03/07 09:00 '017/3/6 21:10 ~2017/3/7 21:10
fitFacebook F&;: 334.15M
1.16G ftAmazon T &: 60.51M

f€Google T&: 642.7M !
feeewoo F{#3Google: 108.79M g
476.84M LE{&EFIFacebook: 18.17M
tEFAmazon: 1.51M 09: 1000 11.00

bps

. . awd E Z I AZ
ﬁFaCGbOOkTﬁ E }K E . Hj J: II\\ﬁ J’/{ § I:Iﬁ] %[I % HE%
’ ' FE: BES0 7T 0 B R BIRM
- ﬁAmazon'FEﬁ E/J Il\m W Hby E/ N fF I\\|_.| lljtl:I E 7)?%
#tGoogle T & 1% E/J ,r N
ﬁﬁ NAVS] /E;
e LEZIGoodle liaxiid dlhinAveiageed. —
FFRA HRIRIP RiFEIPRERNT RFEE  KIEPortfEir BRrIP Session Packets ¥  Bytes
2017/03/07 09:04:59 2404:6800:4008:c03::64 Google AU https 8:84be:1:cd49:b5¢ 1,024 1K 1.37M
2017/03/07 09:04:59 74.125.10.137 Google us https 141.1 1,024 1K 1.44M
2017/03/07 09:04:59 2607:f8b0:4017:26::b Google us https 8:8268:4:3df0:4aa: 1,024 1K 1.37M
2017/03/07 09:04:59 172.217.27.142 Google us https 0.198 1,024 1K 1.44M
2017/03/07 09:04:59 172.217.24.10 Google us https .3.87 1,024 1K 1.44M
2017/03/07 09:04:59 172.217.24.1 Google us https P5.144 1,024 1K 1.44M
2017/03/07 09:04:59 216.58.200.238 Google us https /4111 1,024 1K 1.35M
2017/03/07 09:04:59 216.58.200.238 Google us https B5.195 1,024 1K 1.35M
2017/03/07 09:04:59 2404:6800:4008:c06::65 Google AU https 8:84c4:2:10cb:436 1,024 1K 81K

N\
@ iN- Fairther



PRAFLOW SR thiENRIPRYFREME

Attacker ping
remote subnet
but spoof it’s IP

as outside
address

SW replies lots of
[ICMP Unreachable]

messages back to
spoofed addresses

& p \\ . .
Attacker > N Remote Site

SW (Gateway)
NetFlow

/sFlow \
— - <4

— ¥ ~ Fire\vall “ 'k
ICMP Destination ~ . N-Reporter
Unreachable Logs ~
From SW’s IP I Analyze FLOW records.

Trace attacker’s

location by SW
interface

*:
4-—|'hternet

o\
(‘_:J iN- FPairter



DNS Amplify — O] AT K 28-401& EIRYAT =

T EER)- HFEREENR

using spoof
IP address

DNS
Servers

Victim

A Records...
MX Records...
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DNS Amplify IS 22 ZE {51

Hit Count/sec Line Report
2014/05/22 15:50-2014/05/23 15:50

200

F20

S0

260

180

1

= WERE)

05/22 05/22 05f23 05/232 05/232 05/23
15:50 20:35 01:20 0&6:05 10:50 15:35

Hit Countfseac

6) iN- Fardher



DNS Amplify TOP 10X E 3K R 32 5

Ay ltb

\

3

"

=
H

e
=
e
=

=

(o)

=]

EEEEBEBERaAD

10

13019:

13018:

13019

13019

13019:

13019:

13019

13019:

13019

13019

DMS: DNS ANY Response

DMS: DNS ANY Response

: DNS: DNS ANY Response

: DMS: DMS AMNY Response

DMNS: DNS ANY Response

DMS: DNS ANY Response

: DMS: DMS AMNY Response

DMS: DNS ANY Response
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Russian gov't not behind Estonia DDOS attacks

Analysis throws doubt on whether a single agency alone was involved

By Jeremy Kirk, IDG News Service

June 01, 2007

From alleged poisonings to organized crime, Russia has been getting a lot of bad press lately. Butthis time the country -- or at least, the government -- may he in the clear.

The string of crippling DDOS (distributed denial-of-service) attacks against Estonia didn't appearto be a coordinated attack by one (L Ecia, wrote Jose Mazario, seniar security
engineer with Arhar Metworks, in a commentany.

Estonia, a fnrmersatelllte ofthe Soviet Unian with a pnpulatmn of 1.3 millian, came underioie mimercial and government Weh sites. The

Although Russiawas quickly accused, BUSS[ol g m [ire suspicions than facts.

But further analysis throws do 10 werote.

While itis possihle to spoofthy B0 Tallin" Estonia's capital, Mazario

werote.
While the Russian government an-speaking computer gurus may have joined in.

g a0y others o rig their computers to joinin a DODOS attack, which involves sending massive streams of data
puier to send data to a Wieh site.

Several Russian-language YWeh
to awWeh site, causing itto crash.

"We see signs of Russian nationa atwiork fere, hut no Russian aovernment connection," Mazario wrote.
This week has been fairly quiet, said Hillar Aarelaid, chief security officer for Estonia’s Computer Emergency Response Team.

"We have seen some attacks, but they are quite easy to handle" Aarelaid said, adding the DDOS attacks remain under investigation.
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Effectiveness of Exploit Toolkits

'\

QPhoenix Exploit's Kit

B COMES WITH TRIPPLE SYSTEM V2.0

Operation systems statistics Advanced browsers statistics Menu
0s Visits Exploited Percent Browser Visits Exploited Percent Simple statistics
Windows Vista 6371 957 15.02%  MSIE v8.0 3717 437 11.76% Advanced statistics
Windows XP 7135 807 1131%  Firefoxv35.9 2287 381 16.66% Sl LAl
Windows XP SP2 1211 200 16.52%  Firefox v3.63 7400 361 4.88% Beferers stalshis
Other 2185 26 1.19%  MSIE ¥7.0 1840 298 16.2% C%Mlt@
Windows 7 3|R 12 0.31%  Firefoxv3.0.19 641 152 23.71% -~
Windows 2000 76 8 10.53% MSIEv6.0 437 89 20.37%
Windows2003 36 6 16.67%  Chrome 940 61 6.49%
Windows 12 4 33.33%  Other 144 24 16.67%
Linux 223 0 0% Firefox ¥v3.5.7 128 16 12.5%
Windows98 13 O 0% Firefox v3.5.8 108 16 14.81%
WindowsME 1 O 0% Firefoxv3.6 264 15 5.68%
WindowsNT4 1 0 0% Firefox v355 103 15 14.56%

Erofnvy3015 20 14 2590,
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malicious IP in midnight

e fiz & i

2013,/04,03 005931

2013,/04,/03 0053835
2013,/04,03 005825
20130403 005721
2013,/04,03 005711
2013,/04,/03 005619
2013,/04,/03 0053559
20130403 005500
20130403 00:54:49

201304403 O0:53:55
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W Wass Delryyy 4O

Qoops, yc_mr o8 have been encrypled|

LS WA\ SR e
Tt st e sl row Enlsn frwwe Ty mora by i ng ~owist .

L R A s Tl st . ar -

Ransomware

Ransomware is an emerging form of malware that locks the user out of their files or their
device, then demands an anonymous online payment to restore access.
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i 8 (Vulnerability) A {Z

SERVER PACKETS FROM CLIENT

Pkt 1
Server Port 135/tcp 3\
h j—
Interface: Function Call:
ISystemActivator Opnum 4
Interfaces Available: 00000120-0000- T > Pkt 2
0000-c000-

e1af8308-5d1f-11c9-91a4-08002b14a0fa v3.0 000000000046
0b0a6584-9e0f-11cf-a3cf-00805f68cblb vi1.1 v0.0 Function
975201b0-59ca-11d0-a8d5-00a0c90d8051 v1.0 ’ Arguments
e60c73e6-88f9-11cf-9af1-0020af6e72f4 v2.0
99fcfecd-5260-101b-bbcb-00aa0021347a v0.0 .
b9e79e60-3d52-11ce-aaal-00006901293f v0.2 \\Server\flle
412f241e-c12a-11ce-abff-0020af6e7al7 v0.2

00000136-0000-0000-c000-000000000046 v0.0
c6f3ee72-ce7e-11d1-b71e-00c04fc3111a v1.0
4d9f4ab8-7d1c-11cf-861e-0020af6e7c57 v0.0
000001a0-0000-0000-c000-000000000046 v0.0

J

Pkt 3

Function Call 4, contains a heap-based buffer overflow in the server parameter.

6) iN- FPairtner



#04a] A {£? Heartbleed Vulnerability in OpenSSL (/Ui 15 [)

snakes but not too long”. User Karen
wants to change account password to "

*Source:http://xkcd.com/1354
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Vulnerability Filters

In EVERY attack, the following must be true to
exploit the buffer overflow

\\server\filename

becomes
\\...44+ character buffer...\filename

A vulnerability filter detects that the following
exploitation conditions are satisfied.

e TCP session established to appropriate port (135)
e BIND to the appropriate RPC interface
e REQUEST the appropriate function call (opnum=4)

SN

=F-

SIEEE « WEEE
ity NS L

TREG
EERANERER
BLRIRAVIR | 28

e Validate that servername is not longer than 44 characters
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Exploit-Specific Filters
In the posted exploits
\\server\filename

becomes
\\...long buffer with shellcode...\filename

An exploit-specific filter detects the shellcode used in
a particular exploit. High false negatives.

i=F

%%Eq%$tb¥j '@“%nin-l— S
BiE, BERRIAFERHSIZE
EAREAS

TR 2h:
SRRHIR BEWEFANET
A IENAE

Example: The following hex string can be used to detect HD Moore’s exploit and
the MS Blaster worm. These are machine instructions that are passed directly to

the victim processor once the buffer overflow is successful.

EB 19 5E 31 C9 81 E9 89 FF FF FF 81 36 80 BF 32 94 81 EE FC
FF FF FF E2 F2 EB 05 E8 E2 FF FF FF 03 53 06 1F 74 57 75 95
80 BF BB 92 7F 89 5A 1A CE B1 DE 7C E1 BE 32
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WannaCry news appeared on 2017/5/12

Internet =

5
-

All news v March 1, 2017-May 12, 2017 I Stored by relevance v Clear

WannaCry Ransomware Attack Hits Victims With Microsoft SMB Exploit
eWeek I May 12, 2017 I
Ransomware is no longer just a nuisance. Now it's quite literally a matter of life and

death. A massive ransomware attack being labeled as "WannaCry" has been ...

A 'kill switch' is slowing the spread of WannaCry ransomware
PCWorld -

The ransomware, called Wana Decryptor or WannaCry, has been found infecting
machines across the globe. It works by exploiting a Windows vulnerability that ...

An NSA Cyber Weapon Might Be Behind A Massive Global ...

" According to the MalwareHunterTeam, which said WannaCry was "spreading like

hell," Russia has been the hardest hit, but Spain also seems to be under ...

NSA-created cyber tool spawns global attacks — and victims include ...
Most highly cited - Politico - May 12, 2017
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Auto Learning: No need for threshold setting by manual

Report ® Traffic Abnormal Report Refresh
Time Query Select period in 1Hours ¥ * Last 1 Month Start Time a o
Enquery Scope ©  Global v
Query Abnormal item TCP SYN Host Scan v
et s © oy souce v e o PRSI
Realtime Trend Distribution Flow ATD Report =
2017:05/12 0000 - 20170512 28:59
30
Flow
25
0.1
0.075 20 512 21:08 |
1 o "sec: 13.7
lick heck
Click to chec
0.025 . ° .
C . -~ . detail infomation .
16. Apr 18. Apr 20. Apr 22, Apr 24, Apr 25. Apr 14. May
Data Tirme Range: 2017/05/13 14:01:00 ~ 2017,/05/13 14:02:58 Total Numbar: 3386
Time - Seclp Src Port DstIP Dst Port Dst Loc Protocol x
Domain | Aby b-00 12:00 16:00 20:00 12. May Viewr
wad 2017/05/13 14:02:57 10.163.176.40 51385 45.130.56.167 445 AN TCP
Global o _
i Session /sec
2017/05/13 140257 | 10.163.176.40 51336 £5.140.126.29 245 RU TCP
T
Globad - £ 41062 0TS 125300
.
2017/05/13 140257 | 10.163.176.40 51336 £5.140,126.29 443 RU TP
7
Globat - 08K 26401K 200705/03%
M
2017/05/13 140257 | 10.163.176.40 51387 123.114.58.90 445 N TCP
A
Global W 10425 20070828 1
S 2017/05/13 140257 | 10.163.176.40 51337 123.114.58.90 245 N TP
“ L DT -1 D17 4%
Glob - . - 18K K 20072 21500 0170512 214500
e e 2017/05/13 140257 | 10.163.176.40 51382 48734145197 445 us TCP = N : LA -
- TR - . . T 2
okl e ] 2017/05/13140257 | 1016317640 51388 43234145197 a5 s Tce B L L1 T1HN ALSE 2%
TcH 2017/05/13 140257 | 10.163.176.40 51339 3380216133 245 » TP i . o o o o
Globa . 108K 155M 200705702 205500 2017/05/12 223500 2
w0
TCP SN Heat 1016315170
Global ! N TR | s 18K 18K 93.79K 2007/05/12 202800 2017/05/12 210500
Eean eaa_ Sanewr)
TEP SYM Host 1026317639
Global - = ter | s 58 840 41.59K 200T/OSA2 192100 01T/O8L3 152000
Sran Tra t w HFD DS
TCP SYM Hea 10163222
Global ; . e | e 45 78K 5133K 241M LTS/ 000700 017052 104800 2
Comn ai-e
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APT(Advanced Persistent Threat)

12 il P s a2 ER R B PE ER

RIBZE E A A S Mandiant 720135 i LAY S H = (52 32) P ol#F APT
WEFR AL PRV BHAAGEST ¢

1) ERAR © FIF—ERAULEE FEH AR ARRERT -

2) ZILER : 1BA Rootkit ERERINUZRFERBEZRSR

3) NS EEEZEIR . FIRKEERSHNESZEKREEZER -

4) AEMEE - TIER - SR EM M AR - WEAKRSEN
HER BT ZEBER -

5) IHAEREWSERET | FEZEERNEARRHZ2EH - TKFERELZEDFE
B ZRIER -
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http://intelreport.mandiant.com/
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REAL CASE STUDY (25 A fR1)
FEIETHIAD B R BT B> 2 81S TAD IE S8 ock

1,5002 8 T ABEE AR ERE K A
ETHBILE
AN FELNE, IBEREER?
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Auto learning use case: AD brute force

Time

Analyze AD log

for brute force | mi ’ '
attack detection i & A M v ity

2013/08/14 2013/08/14 2013/08/14 2013/08/15 2013/08/15 2013/08/15
10 42 184 161 13:15:00 17:55:00 22:35:00 03:15:00 07:55:00 12:35:00

Is doing brute force attack

Audit User
Invalid User Legin (Security: 672) 1042.184.161 Jeff 2013/08/15 13:09:55 OA ADO2
Invalid User Login (Security: 672) 1042.184.161 jeff 2013/08/15 13:09:55 OA ADO2
Invalid User Login (Security: 672) 1042.184.161 jeff 2013/08/15 13:09:55 OA ADO2
Invalid User Legin (Security: 672) 1042184161 Jjeff 2013/08/15 13:09:55 OA ADO2
Event Src IP Audit User Time Event Src IP Audit User Time
Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/1417:31:11
Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 104261.64 john6_ye 2013/08/15 09:08:09 Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09.08:09 Invalid User Login (Security:672)  10.42.6164 john6_ye 2013/08/14 17:31:11

@) IN- Partner



Auto learning use case: AD brute force

Abnormal Category Number

Analyze AD log
for brute force A.J e JLI’A' y i
V.o 7 /7 Mzztl/ao'/

attack detection

013/08/14 2013/08/14 2013/08/1 2013/08/15 2013/08/15 2013/08/15
13:25:00 18:05:00 22:45: 00 03:25:00 08:05:00 12:45:00

This IP got the correct
password for login purpose

Event ’ Src IP Audit User ’ Time Devices

Logon Success (Security: 673) 10.42.201.2 K000477 2013/08/15 00:20:01 OAADO2

Login Failure (Security: 675) 1042.2012 K000477 2013/08/15 00:18:46 OAADO2
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/15 00:18:46 OA ADO2
Login Failure (Security: 675) 10.42.201.2 K1102366 2013/08/14 23:52:49 OA ADO2
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/14 23:46:23 OA AD02
Login Failure (Security: 675) 10.42.201.2 K000477 2013/08/14 23:46:23 OA ADD2
Login Failure (Security: 675) 10.42.201.2 K000477 2013/08/14 23:45:33 OA ADO2
Login Failure (Security: 675) 10.42.201.2 K000474 2013/08/14 23:39:37 OA ADO2
Login Failure (Security: 675) 10.42.201.2 K000474 2013/08/14 23:37:12 OA ADO2
Login Failure (Security: 675) 10422012 K000474 2013/08/14 23:37:12 OAADO2
Login Failure (Security: 675) 10422012 K000474 2013/08/14 23:33:56 OAADO2
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