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,

Hostname="f5demo.bestcom.coom.tw",SlotId="0",errdefs_msgno="22282249",Entity="ACL_FORCE", Aggr
Interval ="300",EOCTimestamp="1500459900",HitCount="1",ApplicationName="<Unassigned>", RuleNam
e="Allow_443",ContextType="Management 
Port", ContextInfo ="/Common/self_1",Action=" Accept",VLAN ="/Common/int_1",Policy="Aggregated", Sou
rceIp ="210.71.213.29",SourceIpRouteDomain="0",SourcePort="35031",DestinationIp="192.168.10.145",D
estinationIpRouteDomain="0",DestinationPort="443",SaTranslationPool="Aggregated", SaTranslationType
="None", SelfIp ="Aggregated", SelfRouteDomain ="0",ServerIp="Aggregated", ServerRemoteRouteDomain
="0",SrcCountry="TW", SrcRegion ="N/A", DstCountry ="N/A", DstRegion ="N/A", SrcUserName ="Aggregate
d", DstUserName ="No -Lookup"



Event Source IP Destination IP Country
Name
Mapping

Packet Byte Username Location

DNS: hacker.com 192.168.1.222 168.95.1.1 TW Hinet 60 4,260 Robin ShihSW-1-GE1/0/1

HTTPS: Google Gmail Access192.168.1.33 8.8.8.8 US Google 251 203K
Sandy 
Chen

SW-2-FE24

BitTorrent: Peer-to-Peer 
Communications

192.168.1.33 210.100.38.101 RU 157 115K
Sandy 
Chen

SW-2-FE24

MS-RPC: Microsoft Server 
Service Buffer Overflow

192.168.2.88 210.71.213.25 SG Yahoo 19 3,822
Peter 
White

SW-5-GE2/1

192.168.2.88 121.2.15.177 CN Botnet 4 617
Peter 
White

SW-5-GE2/1

Health, 
CPU, 

Interface

Geo, 
Reputation, 

AS#

FW

Server/AD

Security Event, 
User ID, 
Behavior

Who WhereWhenBehavior Location

- ,



N-Reporter

AD

DNS
DHCP

Get these data 
from DNS

Get these data 
from AD

Get these data 
from DHCP

Query via SNMP







SNMP MRTG



MRTG- ,

94Mbps


