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Hostname="{5demo.bestcom.coom.tw",Slotld="0",errdefs  msgno="22282249" Entity="ACL_FORCE", Aggr

Interval ="300",EOCTimestamp="1500459900",HitCount="1",ApplicationName="<Unassigned>", RuleNam
e="Allow_443",ContextType="Management

Port", Contextinfo ="/Common/self_1",Action="/ - Accept’,VLAN ="/Common/int_1",Policy="Aggregated", Sou
rcelp="210.71.213.29",SourcelpRouteDomain="0",SourcePort="35031",Destinationip="192.168.10.145",D
estinationlpRouteDomain="0",DestinationPort="443",SaTranslationPool="Aggregated", SaTranslationType

="None", Selflp="Aggregated", SelfRouteDomain ="0",Serverlp="Aggregated”, @ ServerRemoteRouteDomain
="0",SrcCountry="TW", '~ SrcRegion ="N/A", DstCountry ="N/A", DstRegion ="N/A", SrcUserName ="Aggregate
d", DstUserName ="No -Lookup"

= RIRIP iFEPort KR = IEER T HiRE 5 BruIP E#rYPort IEL:BE=E =820

Information Leakage, HTTP Parser Attack: HTTP

protocol compliance failed,lllegal method,lllegal HTTP 61.60.98.238 3700 TW 74.125.31.27 80 Google

status in response

Entity="ACL_FORCE", SaTranslationType="None" 210.71.213.29 35031 T™W 192.168.10.145 443 Home

BmEis RiRPortEZ 1 BaYPortEZHT Audit User B ERSIE BBE S8 AR AR SER FE& FA AR 75

us gmail-smtp-in.l.google.com 405 Network Event HTTP
Aggregated /Commony/self_1 Unassigned

REL Session Packets Bytes Protocol B RA ~ BRfE EHEIRE iR Policy ID ENE

1 o} o} 8] N/A 2017/07/19 22:00:59 f5 asm10.10.10.73 traffic Critical Permit

1 0 0 0 N/A 2017/07/19 22:00:59 F5LTM 10.10.10.56 Allow_443 Permit

HRIRERAZE BrfERZE IFEMAC BHIMAC Session ID NAT ZRIEIP NAT z&iEPort NAT HEIIP NAT BaYPort  RIEIPFREIZIRE/TE B nYIPFRIEZIAEE /7T
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Behavior

Geo,
Reputation,
ASH#

Interface

Event Source IP Destination IP  (Country Namg Packet Byte Usernameg Location
Mapping
192.168.1.222 | 168.95.1.1 60 4,260 L
§ 192.168.1.33 | 8.8.8.8 251 203K
192.168.1.33 | 210.100.38.101 157 115K
192.168.2.88 210.71.213.25 19 3,822
192.168.2.88 121.2.15.177 4 617
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Device CPU (%) (SNMP)
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e @ TP 10.1.0.251 [10.1.0.251]
: 0
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5, 2.66%
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9 0.18% 01:10 ~2018/10/23 01:10 (time unit: 5mins)
10, 0.06%
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L—/‘\}/// 9,1.83%
| 10‘17760% other, 98.56% 09:00 12:00 15:00 18:00 21:00 23. Oct
O 0 e 0 a e B =
26.05G -
13.107.4.50 0 3.16K 17.96M e
- .
2] 163.19.209.149 0 13 281M ™
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